
  

 

The Flap with No Fly—Does the No Fly List Violate Privacy and Due 
Process Constitutional Protections? 

INTRODUCTION 

“[T]he Court concludes on this record that Plaintiffs have a 
constitutionally-protected liberty interest in traveling internationally by air, 
which is affected by being placed on the list.”

1
  With these words, on 

August 28, 2013, a federal court recognized for the first time that when an 
American’s name is placed on the ‘No Fly List,’ it deprives her of a 
constitutionally protected liberty interest.

2
 

The above quote was an excerpt from the Latif v. Holder case.
3
  In the 

case, thirteen plaintiffs, including four U.S. military veterans, sued the 
government after being stopped from boarding various aircrafts.

4
  The 

plaintiffs claimed that they were prevented from flying because they were 
on the federal No Fly List.

5
  The plaintiffs also complained that they had 

been prohibited from traveling overseas to make religious pilgrimages, 
visiting family, and attending school abroad.

6
  The complaint contended 

that other means of travel, such as by boat, would have lasted more than a 
month, and thus would have been impractical.

7
 

The primary issue raised in Latif is not a new one.  A number of 
similar challenges to the No Fly List program have been raised since the 
modern No Fly List was instituted in response to the September 11, 2001 
terrorist attacks.  In addition, the American Civil Liberties Union 
(“ACLU”) has challenged the No Fly List program on the grounds that the 
government has provided individuals with no meaningful opportunity to 
object to being placed on the No Fly List.

8
  Until the court’s decision in 

Latif, however, those claims have been wholly rejected.
9
 

At the foundation of the No Fly List is the terrorist watchlist.  The 
terrorist watchlist provides the basis for names to be included on the No Fly 
List.  Perhaps equally concerning to the issue raised in Latif are the privacy 
issues that are realized as a result of the creation of the watchlist.  This 
Note will examine the Fourth Amendment privacy concerns and their 

 

 1.  Federal Court Sides with ACLU in No Fly List Lawsuit, ACLU (Aug. 29, 2013), 
https://www.aclu.org/national-security/federal-court-sides-aclu-no-fly-list-lawsuit. 

 2.  Id. 

 3.  See generally Latif v. Holder, 969 F. Supp. 2d 1293, 1304–05 (D. Or.  2013). 

 4.  Id. at 1298–1301. 

 5.  Id. at 1298. 

 6.  Id. at 1298–1301. 

 7.  Id. at 1298. 

 8.  Federal Court Sides with ACLU in No Fly List Lawsuit, ACLU (Aug. 29, 2013),  
https://www.aclu.org/national-security/federal-court-sides-aclu-no-fly-list-lawsuit. 

 9.  Id. 
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relationship with the No Fly List, and whether the lack of an established 
administrative procedure around the No Fly List is a violation of the Fifth 
Amendment to the U.S. Constitution. 

Part I of this Note summarizes the process surrounding the No Fly 
List, including its background.  Part II provides an evaluation of the 
privacy concerns that result from obtaining data for the list.  Part III 
discusses due process requirements and the current state of the No Fly 
List’s challenge process.  It provides an extensive evaluation of the liberty 
interest that is at stake in a due process challenge.  Part IV considers the 
shifting opinion of the Supreme Court on due process concerns and its 
potential effect on the No Fly List.  Part V offers a strategy for the future.  
In sum, this Note will demonstrate that due process concerns make the 
current No Fly List program unconstitutional, and it also strives to offer a 
workable solution to the current shortcomings of the list and the process 
surrounding it. 

I. THE NO FLY LIST PROCESS 

The No Fly List is a collection of names comprised by the Federal 
Bureau of Investigation (“FBI”) and other intelligence agencies that are 
managed by the Transportation Safety Administration (“TSA”).

10
  Prior to 

November 2010, the list was provided to each airline, and each one 
conducted its own crosscheck of passengers with the list.

11
  In November 

2010, a program known as Secure Flight was implemented by the 
Department of Homeland Security (“DHS”).

12
  Now, airlines submit 

passenger data to Secure Flight.  “Secure Flight is a behind-the-scenes 
program that enhances the security of domestic and international 
commercial air travel through the use of improved watchlist matching.”

13
  

The “Secure Flight [program] conducts uniform prescreening of passenger 
information against federal government watch lists for all covered U.S. and 
foreign flights into, out of, and within the United States.”

14
  “This also 

includes point-to-point international flights operated by U.S. based 
airlines[,]” even though the flight may not enter the United States.

15
 

“Secure Flight also performs watch list matching for flights that overfly, 
but do not land in, the continental United States (i.e., lower 48 contiguous 
states, excluding Alaska and Hawaii).”

16
  “After matching passenger 

 

 10.  Sara Kehaulani Goo, Hundreds Report Watch-List Trials, THE WASHINGTON POST 
(Aug. 1, 2004), http://www.washingtonpost.com/wp-dyn/articles/A20199-2004Aug20.html. 

 11. Secure Flight Program, TRANSP. SEC. ADMIN., http://tsa.gov/stakeholders/secure-
flight-program (last visited Mar. 13, 2014). 

 12.  Id. 

 13.  Id. 

 14.  Id. 

 15.  Id. 
     16.     Id. 
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information against government watch lists, Secure Flight transmits the 
matching results back to airlines so they [can] issue passenger boarding 
passes.”

17
 

The TSA created Secure Flight and the No Fly List under the authority 
of 49 USC § 114.

18
  49 USC § 114 grants the TSA authority to “establish 

procedures for notifying the Administrator of the Federal Aviation 
Administration, appropriate State and local law enforcement officials, and 
airport or airline security officers of the identity of individuals known to 
pose, or suspected of posing, a risk of air piracy or terrorism or a threat to 
airline or passenger safety[.]”

19
 

The statutory authority for ensuring airport security is broad.  Without 
notice or opportunity for comment, the TSA can issue Security Directives 
or mandates requiring regulated aircraft operators to adopt designated 
security programs.

20
  Specific names on the No Fly List or reasons for 

being placed on the No Fly List are generally not made available.  
However, in February 2012, the Associated Press revealed that the number 
of names included on the federal No Fly List had doubled in size between 
2011 and 2012.

21
  It was estimated that around 10,000 individuals were 

barred from flying in 2011.
22

  Information made available to the Associated 
Press in 2012 suggested that the number of persons unable to board planes 
was roughly 21,000.

23
 

A. Creation of the No Fly List and the Selectee List 

The Terrorist Screening Center (“TSC”) is a multi-agency center that 
connects law enforcement communities.

24
  It creates and maintains the No 

Fly List and Selectee Lists.
25

  The TSC is administered by the FBI with 
support from the Department of Homeland Security, the Department of 
State, the Department of Defense and other entities in the intelligence 

 

 17.  Id. 

 18. See J. Cade Hamner, No-Fly List—The Ninth Circuit Misapplies Congressional 
Intent of 49 U.S.C. S 46110, A Decision That Opens the Doors of District Courts to No-Fly 
List Challenges: Ibrahim v. Department of Homeland Security, 74 J. AIR L. & COM. 105, 107 

(2009). 

 19.  49 USC § 114(h)(2) (West 2012). 

 20.  See 49 USC §114(l)(2)(A) (West 2012). 

 21.  Mike Segar, TSA Creating All New Watch List for Americans, RT (Dec. 4, 2012, 
19:41), http://rt.com/usa/tsa-watch-list-fly-275/.   

 22.  Id. 

 23.  Id. 

 24.  Timothy J. Healy, Testimony, THE FED. BUREAU OF INVESTIGATION (Dec. 9, 2009), 
http://www.fbi.gov/news/testimony/the-terrorist-screening-center-and-its-role-in-combating-
terrorist-travel.  

 25.  Ten Years After: The FBI Since 9/11, THE FED. BUREAU OF INVESTIGATION, 
http://www.fbi.gov/about-us/ten-years-after-the-fbi-since-9-11/just-the-facts-1/terrorist-
screening-center-1 (last visited Mar. 22, 2014). 

http://rt.com/usa/tsa-watch-list-fly-275/
http://www.fbi.gov/news/testimony/the-terrorist-screening-center-and-its-role-in-combating-terrorist-travel
http://www.fbi.gov/news/testimony/the-terrorist-screening-center-and-its-role-in-combating-terrorist-travel
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community.
26

  Post 9/11, the TSC was created “to consolidate terrorist 
watchlists and provide 24-hour-a-day, seven-day-a-week operational 
support for thousands of federal screeners across the country and around 
the world.”

27
  To accomplish this, the TSC administers the Terrorist 

Screening Database (“TSDB”).  The No Fly List and the Selectee List are 
subsets of this larger database. 

Once an individual is placed on the No Fly List, that individual is not 
permitted to board an aircraft.  “[T]he ‘Selectee List’ is a list of individuals 
who must undergo additional security screening before being permitted to 
board an aircraft.”

28
  The selection criteria for both subgroups are kept 

secret.  As a general rule however, “one must be  known, or appropriately 
suspected to be, or have been engaged in conduct constituting, in 
preparation for, in aid of, or related to terrorism, before they are included in 
the TSDB per the Homeland Security Presidential Directive 6.”

29
 

B. The Pre ✓™ Process 

Most recently, the TSA created a new program whereby travelers can 
voluntarily submit personal data in order to obtain status allowing for 
expedited screening at the airport.

30
  The TSA Pre✓™ application program 

is a DHS program that began taking applications on December 4, 2013.
31

  
By submitting personal data, including but not limited to biographic 
information (e.g., name, date of birth, address, etc.), fingerprints and any 
other valid documentation of identity and citizenship/immigration status, 
the program allows pre-approved, low-risk travelers the opportunity to 
apply for expedited screening at participating U.S. airports.

32
  This Pre✓™ 

program is a slightly different twist when compared to the No Fly or 
Selectee lists.  Under Pre✓™, an individual voluntarily provides 
information to the government in the hopes of obtaining clearance for 
expedited screening at the airport.  However, if something in the 
application or elsewhere in an individual’s background raises a flag during 

 

 26.  Id. 

 27. Terrorist Screening Center, SOURCEWATCH, 
http://www.sourcewatch.org/index.php?title=Terrorist_Screening_Center (last visited Mar. 
13, 2014). 

 28.  Bob Burns, Individuals on the No Fly List are Not Issued Boarding Passes, THE 

TSA BLOG (May 11, 2012), http://blog.tsa.gov/2012/05/individuals-on-no-fly-list-are-
not.html.  

 29.  Id. 

 30.  See What is TSA Pre✓™?, TRANSP. SEC. ADMIN., http://www.tsa.gov/tsa-
precheck/what-tsa-precheck (last visited Dec. 26, 2013). 

 31.  TSA Announces New Application Process for TSA Pre ✓™, More Options to 
Apply for Expedited Screening; First Application Center to Open in Indianapolis, TRANSP. 
SEC. ADMIN. (Dec. 3, 2013), http://www.tsa.gov/press/releases/2013/12/03/tsa-announces-
new-application-process-tsa-precheck-more-options-apply. 

 32.  TSA Pre✓™ Application Program, TRANSP. SEC. ADMIN., http://www.tsa.gov/tsa-
precheck-application-program (last visited Mar. 22, 2014). 

http://www.sourcewatch.org/index.php?title=Terrorist_Screening_Center
http://blog.tsa.gov/2012/05/individuals-on-no-fly-list-are-not.html
http://blog.tsa.gov/2012/05/individuals-on-no-fly-list-are-not.html
http://www.tsa.gov/tsa-precheck/what-tsa-precheck
http://www.tsa.gov/tsa-precheck/what-tsa-precheck
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the Pre✓™ process, that individual may end up with his or her name on the 
No Fly List or Selectee List, despite the voluntary application. 

C. The Terrorist Screening Database 

Normally, the TSC reviews each TSDB nomination to determine if an 
individual meets No Fly or Selectee criteria; the same is done with the 
Pre✓™ applicants.

33
  The nomination process includes analysis by TSA 

employees.
34

  The employees, who are detailed to the TSC, function as 
subject matter experts when determining if the subset criteria are met for 
either list.

35
  When a determination is made, it is then approved by TSC 

Operations management.
36

  The subset lists are exported to the TSA and are 
then ultimately used for passenger and crew screening.

37
 

The TSC does not “reveal whether a particular person is in the TSDB.  
The TSDB remains an effective tool in the government’s counterterrorism 
efforts because its contents are not disclosed.”

38
  In theory, “[i]f the TSC 

revealed who was in the TSDB, terrorist organizations would be able to 
circumvent the purpose of the terrorist watchlist by determining in advance 
which of their members are likely to be questioned or detained.”

39
  

Estimations vary widely on the number of names that are on the No Fly 
List, and the exact number constantly fluctuates.

40
  The TSA has only 

confirmed that “tens of thousands of names are on these lists.”
41

 

An individual may conclude that she has been placed on the No Fly 
List when she attempts to get a boarding pass, or in some instances when 
she attempts to board an aircraft.

42
  Specifically, a person may be unable to 

obtain or print a boarding pass, or may be stopped from boarding the plane, 
depending at what point in the process the match with the No Fly List is 
discovered.  Often, the airline will tell the person that she is on the No Fly 
List and to contact DHS, but sometimes no reason is given and the person 
is merely told to contact DHS. 

 

 33. See Leonard Boyle, Testimony, THE FED. BUREAU OF INVESTIGATION (Nov. 8, 
2007), http://www.fbi.gov/news/testimony/the-role-of-the-terrorist-screening-data-base. 

 34.  Id. 

 35.  Timothy J. Healy, Testimony, THE FED. BUREAU OF INVESTIGATION (Dec. 9, 2009), 
http://www.fbi.gov/news/testimony/the-terrorist-screening-center-and-its-role-in-combating-
terrorist-travel. 

 36.  Id. 

 37.  Boyle, supra note 33. 

 38.  Conor Friedersdorf ‘Am I on the ‘No Fly’ List?’—And Other FAQs to the FBI, 
THE ATLANTIC (May 18, 2012), http://www.theatlantic.com/national/archive/2012/05/am-i-
on-the-no-fly-list-0151-and-other-faqs-to-the-fbi/257316/. 

 39.  Id. 

 40.  Frequently Asked Questions about the No-Fly List, ACLU (May 7, 2010), 
http://www.aclu-wa.org/news/frequently-asked-questions-about-no-fly-list. 

 41.  Id. 

 42.  Id. 

http://www.fbi.gov/news/testimony/the-role-of-the-terrorist-screening-data-base
http://www.fbi.gov/news/testimony/the-terrorist-screening-center-and-its-role-in-combating-terrorist-travel
http://www.fbi.gov/news/testimony/the-terrorist-screening-center-and-its-role-in-combating-terrorist-travel
http://www.theatlantic.com/national/archive/2012/05/am-i-on-the-no-fly-list-0151-and-other-faqs-to-the-fbi/257316/
http://www.theatlantic.com/national/archive/2012/05/am-i-on-the-no-fly-list-0151-and-other-faqs-to-the-fbi/257316/
http://www.aclu-wa.org/news/frequently-asked-questions-about-no-fly-list


  

162 UNIVERSITY OF DETROIT MERCY LAW REVIEW [Vol. 92:157 

The Selectee List is a list of “people who are automatically and 
intentionally selected for enhanced screening every time they fly.”

43
  

“When a person is selected for enhanced screening . . . the boarding pass 
will typically have the letters “SSSS” stamped on it.”

44
 

When an individual questions her inclusion on the No Fly or Selectee 
List, the TSC “works with the Department of Homeland Security and other 
government agencies . . . to resolve complaints from individuals 
experiencing repeated screening delays or other difficulties that may be 
related to the [TSDB].”

45
  Because “the contents of the [TSDB] are derived 

from classified and sensitive law enforcement and intelligence information, 
the TSC will not confirm or deny whether an individual is on a 
watchlist[,]” including the No Fly List.

46
  “The TSC does not accept redress 

inquiries directly from the public.”
47

  A person in the general public must 
contact the relevant screening agency if she has questions or concerns 
related to screening.

48
 

D. The Department of Homeland Security Traveler Redress Inquiry 
Program (“DHS TRIP”) 

Aside from going through the relevant agency, the other available 
avenue is the Department of Homeland Security Traveler Redress Inquiry 
Program (“DHS TRIP”).  This program provides a way for travelers to 
submit an inquiry via a website if they believe they have been 
inappropriately delayed, denied boarding, identified for additional 
screening or have otherwise experienced difficulties when traveling or 
seeking entry into the United States.  DHS TRIP works with the 
Department of Homeland Security’s component agencies, such as United 
States Customs and Border Protection, the Transportation Security 
Administration, and other government agencies including the Department 
of State and the TSC, as appropriate, to review an inquiry from a traveler 
who has sought redress.

49
  DHS TRIP is a website inquiry that must be 

accessed online by the traveler.  The response from DHS TRIP is not 
instantaneous.  The inquiry receives a Redress Control Number and then 
the individual must wait to receive a response.

50
  Indeed, 

 

 43.  Id. 

 44.  Id. 

 45.  Terrorist Screening Center-Redress Procedures, THE FED. BUREAU OF 

INVESTIGATION, http://www.fbi.gov/about-us/nsb/tsc/tsc_redress (last visited Mar. 13, 
2014). 

 46.  Id. 

 47.  Id. 

 48.  Id. 

 49.  Id. 

 50.  DHS Traveler Redress Inquiry Program (DHS TRIP), DEPT. OF HOMELAND SEC. 
(Oct. 29, 2012), http://www.dhs.gov/dhs-trip. 

http://www.fbi.gov/about-us/nsb/tsc/tsc_redress
http://www.dhs.gov/dhs-trip
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When the review is completed, DHS TRIP then sends a determination 

letter to the traveler advising that DHS TRIP has completed its review.  

A DHS TRIP determination letter neither confirms nor denies that the 

complainant is in the TSDB or on the No Fly List and does not provide 

any further details as to whether the complainant may or may not be in 

the TSDB or on the No Fly List.”
51

 

However, in some cases a DHS TRIP determination provides the recipient 
with notification that she can “pursue an administrative appeal of the 
determination letter with [the] TSA or seek judicial review in a United 
States court of appeals pursuant to 49 U.S.C. § 46110.”

52
  49 U.S.C. § 

46110 gives the U.S. Courts of Appeals exclusive jurisdiction to review 
orders of the TSA.

53
 

Determination letters do not provide assurances about the 
complainant’s ability to undertake future travel.  Further, at no point in the 
available administrative process is a complainant told whether he or she is 
on the TSDB or No Fly List, or given any explanation for his or her 
inclusion on such a list.  There is no opportunity for a complainant to 
challenge or correct the record on which any such determination may have 
been based.

54
 

The DHS TRIP inquiry falls under the Freedom of Information Act 
(“FOIA”).  Under normal FOIA procedures, a person submitting a request 
for records to a government agency receives one of three responses: 

(1) The agency may identify responsive records and release them; 

(2) Determine that there are no responsive records and inform the 
requestor that the records do not exist; or 

(3) Identify the requested records but determine that they are exempt 
from disclosure under one of FOIA’s statutory exemptions.

55
 

Since the 1970s, a fourth type of response has become prevalent.  It is 
a response in which agencies refuse to confirm or deny whether the 
requested records exist.  The agency relies on the notion that 
acknowledging the very existence of the records would itself reveal secret 
information.  This fourth type of response and withholding mechanism is 
known as the Glomar response.

56
  It is named after the Hughes Glomar 

Explorer, a ship used in a Central Intelligence Agency project “to raise a 
 

     51.     Latif v. Holder, 969 F. Supp. 2d 1293, 1297 (D. Or. 2013). 

 52.  Id.  

 53. See J. Cade Hamner, No-Fly List—The Ninth Circuit Misapplies Congressional 
Intent of 49 U.S.C. S 46110, A Decision That Opens the Doors of District Courts to No-Fly 
List Challenges: Ibrahim v. Department of Homeland Security, 74 J. AIR L. & COM. 105, 105 

(2009). 

 54.  Latif, 969 F. Supp. 2d at 1297–98. 

 55.  Nathan Freed Wessler, “(We) Can Neither Confirm Nor Deny the Existence or 
Nonexistence of Records Responsive to Your Request”: Reforming the Glomar Response 
Under FOIA, 85 N.Y.U. L. REV. 1381, 1382 (2010). 

 56.  See Roth v. U.S. Dep’t. of J., 642 F.3d 1161, 1171 (D.C. Cir. 2011). 
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sunken Soviet submarine from the floor of the Pacific Ocean to recover the 
missiles, codes, and communications equipment onboard for analysis by 
United States military and intelligence experts.”

57
  When questioned about 

the project, the Central Intelligence Agency (“CIA”) stated that it could 
“neither confirm nor deny” the ship or project.

58
  The Glomar response has 

been recognized by every federal circuit court to consider it, but it is not a 
part of the FOIA statute.

59
 

Glomar responses were an issue in the Latif v. Holder case.  Each 
Plaintiff filed DHS TRIP complaints after not being allowed to board an 
aircraft and receiving a determination letter.

60
  However, the detrmination 

letters offered the plaintiffs nothing more than a Glomar response for 
denying them the ability to board the aircraft.

61
  Indeed, “[n]one of the 

determination letters that [the] Plaintiffs received confirm[ed nor] den[ied] 
the existence of any terrorist watch list that includes them[.]”

62
  Also, the 

letters did not “provide a reason for including the individual in the TDSB 
or on the No Fly List.”

63
  This apparent lack of an effective process 

provided the basis for the due process claim in Latif.
64

  Specifically, in 
Latif, each Plaintiff submitted applications for redress through DHS 
TRIP.

65
  Despite requests to officials and agencies for explanations as to 

why they were not permitted to board flights, no explanations were ever  
provided.

66
  Furthermore, the Latif court noted that at the time of the suit, 

the plaintiffs were still unsure as to whether they would ever be permitted 
to fly in the future.

67
 

II. PRIVACY CONCERNS AND THE CREATION OF THE NO FLY LIST 

The genesis of the No Fly List is the creation of a database that can be 
utilized to identify individuals that present a security concern so substantial 
that they merit extreme scrutiny before being allowed aboard an airplane or 
alternatively, not being allowed to fly at all.  Without this database, the No 
Fly List could not be created.  This portion of the Note will explain how 
watchlists are created and utilized to develop the No Fly List, and the 
corresponding privacy implications of generating such a list.  

 

 57.  Id. 

 58.  Nate Jones, FOIA Tip No. 7—The Glomar Response, UNREDACTED (Jan. 7, 2010), 
available at http://nsarchive.wordpress.com/2010/01/07/foia-tip-7-glomar-response/. 

 59.  Wessler, supra note 55, at 1382. 
     60.     Latif v. Holder, 969 F. Supp. 2d 1293, 1298 (D. Or. 2013). 

     61.      Id.  

     62.      Id.  

 63.  Id. 

 64.  See id. at 1305. 

 65.  Id. at 1298. 

 66.  Id. at 1296, 1298. 

 67.  Id. at 1296. 

http://nsarchive.wordpress.com/2010/01/07/foia-tip-7-glomar-response/
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A. Watchlist Creation 

After the events of 9/11, airline security was heavily investigated.  As 
a result of one of the investigations, a Commission Report was drafted, 
which contained the recommendation that the TSA assume responsibility 
for watchlist matching from aircraft operators.

68
  “The Intelligence Reform 

and Terrorism Prevention Act (“IRPTA”) of 2004 codified this 
recommendation into law.”

69
  Further, the Department of Homeland 

Security (“DHS”) and the TSA were required to take over the function of 
conducting pre-flight comparisons of passenger information to federal 
government watchlists from aircraft operators.

70
  The result of this 

Congressional mandate was the Secure Flight program, which was 
implemented in 2010.

71
 

Traditionally, federal agencies used various means, based on their 
individual organizational objectives, to develop and manage watchlist 
information.

72
  Each organization created its own individual watchlist.  The 

current version of the federal government’s consolidated terrorist watchlist 
was created in March 2004.  It was created by merging previously separate 
watchlists that were once maintained by different agencies throughout the 
federal government.

73
  The consolidated terrorist watchlist is known as the 

TSDB.  The watchlist is “managed by the Federal Bureau of Investigation 
(FBI), through its supervision of the Terrorist Screening Center (TSC).”

74
  

It is used by both screening personnel at U.S. points of entry and federal, 
state, local, and tribal law enforcement officials.

75
  “The watchlist serves as 

a critical tool for these screening and law enforcement personnel by 
notifying [officials] of possible encounters with known or suspected 
terrorists . . . .”

76
  It is updated daily with new or revised biographical 

information on known or suspected terrorists.  The updates are made based 

 

 68.  TSA: Secure Flight Program, TSA (June 7, 2014), 
http://www.tsa.gov/stakeholders/secure-flight-program. 

 69.  Id. 

 70.  Id. 

 71.  Id.; see also Request for and Transmission of Information to TSA, 49 C.F.R. § 
1560.101(b) (2014) (dictating the request of passenger information from airlines). 

 72. DEP’T OF HOMELAND SEC. OFFICE OF THE INSPECTOR GENERAL, DHS CHALLENGES 

IN CONSOLIDATING TERRORIST WATCH LIST INFORMATION 3 (Aug. 2004), available at 
http://www.oig.dhs.gov/assets/Mgmt/OIG-04-31_Watch_List.pdf. 

 73. U.S. DEP’T OF JUSTICE OFFICE OF THE INSPECTOR GENERAL AUDIT DIVISION, THE 

FEDERAL BUREAU OF INVESTIGATION’S TERRORIST WATCHLIST NOMINATION PRACTICES, 
AUDIT REPORT 09-25, i (May 2009), available at http:// 
www.justice.gov/oig/reports/FBI/a0925/final.pdf. 

 74.  Id. 

 75.  Id. 

 76.  Id. 

http://www.tsa.gov/stakeholders/secure-flight-program
http://www.oig.dhs.gov/assets/Mgmt/OIG-04-31_Watch_List.pdf
http://www.justice.gov/oig/reports/FBI/a0925/final.pdf
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on information that has been gathered by U.S. intelligence and law 
enforcement agencies, including the FBI.

77
 

Although the No Fly List is used by the TSA, it is a watchlist created 
and maintained by a different, multi-agency, government organization, 
known as the Terrorist Screening Center (“TSC”).  “The TSC is the central 
repository that consolidates the government’s different terrorism databases 
and manages the nation’s many specialized watchlists,” including the No 
Fly List.

78
  The “evidence and procedures used to nominate individuals to 

the TSDB are kept secret from the general public, as are the names of those 
in the TSDB.”

79
 

B. The Fourth Amendment and Privacy Act 

Before an individual is added to the No Fly List, he or she was 
typically first placed on a terrorist watchlist.  If that individual was not 
added as a result of error, his or her placement on a terrorist watchlist is 
generally the result of a nomination by the FBI or other intelligence 
agencies.

80
  When making a challenge for being denied the ability to travel 

by air pursuant to a No Fly List nomination, an individual is afforded very 
little information for which to formulate a challenge, although questions 
regarding whether he or she was first placed on a terrorist watchlist and 
why he or she may have been included on the No Fly List will inevitably be 
posed.  The government has acknowledged such procedural concerns and 
countered that in the interests of national security, answers to these 
questions, the No Fly List nomination, and watchlist procedure must all be 
addressed cautiously.  However, a question about how the watchlist data is 
obtained also affords scrutiny.  Indeed, the right to privacy in the context of 
aviation security is typically subject to the confines of the Fourth 
Amendment and the Privacy Act.

81
 

The Fourth Amendment provides: 

The right of the people to be secure in their persons, houses, papers, and 

effects, against unreasonable searches and seizures, shall not be 

violated, and no Warrants shall issue, but upon probable cause, 

 

 77.  Id. 

 78. Jeffrey Kahn, A Brief History of the No Fly List, CONCURRING OPINIONS (Jan. 7, 
2010), http://www.concurringopinions.com/archives/2010/01/a-very-brief-history-of-the-no-
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 79.  CCH Aviation Law Reporter, CURRENT AVIATION CASES (2012-2013), 2012 
WL 5197979. 

 80. See Sara Kehaulani Goo, Hundreds Report Watch-List Trials, THE WASHINGTON 

POST (Aug. 1, 2004), http://www.washingtonpost.com/wp-dyn/articles/A20199-
2004Aug20.html. 

 81.  Katie Cristina, The TSA’s New Precheck Is Beginning to Look A Lot Like Capps 
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COM. 617, 631 (2013). 
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supported by Oath or affirmation, and particularly describing the place 

to be searched, and the persons or things to be seized.
82

 

Famously documented by the United States Supreme Court as the 
“right to be let alone,” the Fourth Amendment is considered both 
comprehensive and highly valued by Americans.

83
  The Fourth Amendment 

demonstrates the Constitutional Framers’ recognition that certain aspects of 
an individual’s life should be free from government intrusion.

84
  Identifying 

those certain aspects has never been an easy task.  Some things such as a 
person’s home and personal belongings have traditionally been deemed as 
protected.

85
  However, whether an individual’s private electronic 

communications are truly private remains relatively undefined as they 
relate to Fourth Amendment protection.

86
  For Fourth Amendment 

purposes, electronic communications have been considered modern-day 
“papers and effects.”

87
 

The Fourth Amendment privacy concern that arises from the No Fly 
List is that much of the data in the TSDB, which allows the No Fly List to 
be produced, is collected as a result of data that individuals have 
communicated electronically.  Such data is often conveyed to an internet 
service provider (“ISP”).  E-mail, texts and even searches can be collected 
in this way.  Although in many cases, the government may not be allowed 
to directly search or intercept the communications, the government can buy 
the data from these private sources and filter it in order to create its own 
database of terrorist suspects.

88
 

The landmark case concerning privacy is Katz v. United States.
89

  The 
Katz doctrine of Fourth Amendment protections has two requirements: first 
a person must exhibit a subjective expectation of privacy, and second, that 
expectation must be one that society is prepared to recognize as 
reasonable.

90
  In principle, Katz stands for the proposition that an individual 

can control which of his actions and information can be accessible to the 
 

 82.  U.S. CONST. amend. IV. 

 83.  See generally, e.g., Olmstead v. United States, 277 U.S. 438, 478 (1928) 
(Brandeis, J., dissenting), overruled by Katz v. United States, 389 U.S. 347 (1967), and 
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 84.  See Oliver v. United States, 466 U.S. 170, 178 (1984). 

 85.  See Quon v. Arch Wireless Operating Co., Inc., 309 F. Supp. 2d 1204, 1209 (C.D. 
Cal. 2004). 

 86.  See id. 

 87.  Deirdre K. Mulligan, Reasonable Expectations in Electronic Communications: A 
Critical Perspective on the Electronic Communications Privacy Act, 72 GEO. WASH. L. REV. 
1557, 1586 (2004); see also Am. Civil Liberties Union v. Reno, 929 F. Supp. 824, 834 (E.D. 
Pa. 1996), aff’d, 521 U.S. 884 (1997). 

      88.      Jonathan Strickland, Can the government see what Web sites I visit?,  
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public or kept private.
91

  Courts have applied the Katz doctrine to electronic 
privacy.  Court opinions addressing electronic privacy have focused on an 
expectation of privacy in two primary categories: (1) information 
knowingly passed online to other web users,

92
 and (2) information 

voluntarily passed offline to ISPs when signing up for Internet service.
93

  
Both lines of authority conclude that, under Katz, Internet users lack 
legitimate expectations of privacy with respect to the data transcribed, 
either because the information is knowingly available for public view or 
because Internet users assume the risk that the intended recipient will share 
the information with others.

94
  Although privacy surrounding data 

continues to evolve,
95

 United States v. Miller holds that no reasonable 
expectation of privacy exists because the subscriber has surrendered any 
Fourth Amendment protection by voluntarily conveying her 
communications to a third party, namely her Internet service provider.

96
 

Nearly a decade after the Katz decision, and in response to the 
growing perceived threat of private information being collected about 
individuals by numerous government agencies, Congress enacted the 
Privacy Act of 1974 (The “Privacy Act”).

97
  The Privacy Act specifically 

prohibited the government from collecting and maintaining secret 
databases about individuals.

98
  The most significant feature of the Act is its 

requirement that “[n]o agency shall disclose any record which is contained 
in a system of records by any means of communication to any person, or to 
another agency, except pursuant to a written request by, or with the prior 
written consent of, the individual to whom the record pertains.”

99
 

The difficulty in using the Privacy Act to challenge inclusion on a 
watchlist is that all terrorist watchlists have been excluded from the Privacy 
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also United States v. Hambrick, 55 F. Supp. 2d 504, 508 (W.D. Va. 1999) aff’d, 225 F.3d 
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 93.  See Hambrick, 55 F. Supp. 2d at 508. 
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 98.  See Doe v. Chao, 540 U.S. 614, 619 (2004). 

 99.  5 U.S.C. § 552a(b) (West 2012). 
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Act.
100

  In theory, someone who can demonstrate standing should in 
principle have access to judicial review of his or her watchlist status under 
the Administrative Procedure Act (“APA”).

101
  This presents a challenge 

because  

[t]he APA precludes relief when ‘any other statute that [waives 

sovereign immunity] expressly or impliedly forbids the relief which is 

sought.’  If the watchlist has been exempted from Privacy Act 

requirements, as all terrorists[‘] watchlists have, the APA provision may 

render any form of relief under the Privacy Act unavailable, because the 

exemption prevents relief.
102

 

Although privacy implications are prevalent throughout the creation 
and usage of the TSDB and the watchlists that it is used to create, the 
Fourth Amendment and the Privacy Act have afforded very little 
opportunity for relief.  As so eloquently stated by one well-known airline 
CEO, “You want to travel on the airline system?  You give up your 
privacy.  You don’t want to give up your privacy?  Don’t fly.  Your privacy 
isn’t equal to the safety of the rest of us.”

103
 

III. DUE PROCESS REQUIREMENTS 

The crux of the claim in Latif was whether the plaintiffs had been 
provided appropriate due process.  Specifically, the plaintiffs alleged that 
their Fifth Amendment right to procedural due process had been violated 
because they had not been given any post-deprivation notice or any 
meaningful opportunity to contest their inclusion on the No Fly List.

104
 

The Fifth Amendment states, 

No person shall be held to answer for a capital, or otherwise infamous 

crime, unless on a presentment or indictment of a Grand Jury, except in 

cases arising in the land or naval forces, or in the Militia, when in actual 

service in time of War or public danger; nor shall any person be subject 

for the same offence to be twice put in jeopardy of life or limb; nor shall 

be compelled in any criminal case to be a witness against himself, nor 

be deprived of life, liberty, or property, without due process of law; nor 
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shall private property be taken for public use, without just 

compensation.
105

 

Courts have interpreted the Fifth Amendment as providing two 
different kinds of constitutional due process protections—substantive and 
procedural.

106
  First, the substantive component of the federal due process 

clause protects those fundamental rights and liberties which are so “deeply 
rooted in the America’s history and tradition and implicit in the concept of 
ordered liberty, such that neither liberty nor justice would exist if they were 
sacrificed.”

107
  Second, the procedural component “concerns the 

constitutionality of the procedures employed to deny a person’s life, 
liberty, or property . . . .”

108
  Procedural due process rules are meant to 

protect persons “from mistaken or unjustified deprivation of life, liberty, or 
property.”

109
  A violation of either substantive or procedural due process 

may form the basis for a claim.
110

  Procedural due process was the primary 
issue in Latif and will be discussed in this Note.

111
 

The Due Process Clause is derived from the words, “No person shall . 
. . be deprived of life, liberty, or property, without due process of law.”  
The United States Supreme Court has held in Mathews v. Eldridge that a 
claim based on deprivation of procedural due process generally requires 
consideration of three distinct factors: 

(1) the private interest that will be affected by the official action; 

(2) the risk of an erroneous deprivation of the interest through the 

procedures used, and the probable value, if any, of additional or 

substitute procedural safeguards; 

(3) the Government’s interest, including the function involved plus the 

fiscal and administrative burdens that the additional or substitute 

procedural requirement would entail.
112

 

Essentially, to establish a claim under the Due Process Clause of the 
Fifth Amendment, a plaintiff must show: (1) a deprivation of a 
constitutionally protected liberty or property interest and (2) a denial of 
adequate procedural protections.

113
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A. Private Interest Impact—Deprivation of Liberty 

The first prong of the Mathews v. Eldridge balancing test requires that 
a private interest be affected by the official action.

114
  The examination of 

whether a private interest has been impacted typically begins with an 
inquiry into whether an individual has been deprived of property or 
liberty.

115
 

The Due Process Clause guarantees more than fair process, and the 

“liberty” it protects includes more than the absence of physical restraint.  

The Clause also provides heightened protection against government 

interference with certain fundamental rights and liberty interests.  In a 

long line of cases, we have held that, in addition to the specific 

freedoms protected by the Bill of Rights, the “liberty” specially 

protected by the Due Process Clause includes the rights to marry, to 

have children, to direct the education and upbringing of one’s children, 

to marital privacy, to use contraception, to bodily integrity, and to 

abortion.  We have also assumed, and strongly suggested, that the Due 

Process Clause protects the traditional right to refuse unwanted 

lifesaving medical treatment.
116

 

At issue with the No Fly List is whether the taking of one’s freedom to 
travel by aircraft is the deprivation of liberty without due process of law.  
The Supreme Court has reached the issue of whether air travel, and more 
specifically international air travel, is a fundamental liberty.  The 
guideposts have been established, but an evolutionary perspective may be 
merited.  To understand the Court’s perspective and potential future 
direction, the next section of this Note will initially review those cases that 
act as guideposts with their overwhelming consensus that an evolving 
perspective is necessary with regard to international air travel. 

1. The Right to Travel is A Part of Liberty 

The right to travel freely using highway facilities and other 
instrumentalities of interstate commerce was upheld as a liberty in Saenz v. 
Roe.

117
  Indeed, the Saenz court concluded that “[t]he right to travel 

embraces three different components: the right to enter and leave another 
State; the right to be treated as a welcome visitor while temporarily present 
in another State; and, for those travelers who elect to become permanent 
residents, the right to be treated like other citizens of that State.”

118
  Under 
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the Fifth Amendment, the right to travel is a part of the ‘liberty’ that a 
citizen cannot be deprived of without the due process of law.

119
 

While the right to travel within the United States has been held to be a 
basic liberty, the rights to travel by air and to travel internationally have not 
been so clearly upheld.  Courts have been generally negative about the 
guarantee of the right to travel by air and split on the status of international 
travel as a fundamental liberty. 

2. Right to Travel Specifically by Air 

In a Ninth Circuit decision, the court considered the right to travel by 
air.  In Gilmore v. Gonzales, Gilmore, a California resident and United 
States citizen, attempted to fly from Oakland, California to Baltimore, 
Maryland on a Southwest Airlines flight.  Gilmore planned to travel to 
Washington, D.C. in order to “petition the government for redress of 
grievances and to associate with others for that purpose.”

120
  He was not 

allowed to fly because he refused to present identification to the airlines 
when asked.

121
  Gilmore claimed that the identification policy violated his 

constitutional right to travel because he was not permitted to travel by 
commercial airlines without presenting identification.

122
  The court rejected 

Gilmore’s argument that he had a right to travel by air, holding that the 
Constitution does not guarantee the right to travel by any particular form of 
transportation.

123
 

It is understandable why air travel in and of itself has not been 
guaranteed.  Generally, within the United States, alternative forms of 
transportation are viable and can be utilized with relatively minimal time 
delay and inconvenience to the traveler.  However, the right to travel by air 
becomes considerably more unclear when it is viewed from the perspective 
of international air travel; where time delays and traveler inconvenience 
cannot be categorized as minimal.  The next two sections of this Note will 
delve into international travel by first examining the right to travel 
internationally and then examining the right to travel internationally 
specifically by air. 

3. The Right to Travel Internationally 

The Supreme Court has ruled on the issue of international travel in 
Zemel v. Rusk and Haig v. Agee.

124
  In Zemel v. Rusk, Zemel was denied a 
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passport to travel to Cuba.
125

  The United States had broken diplomatic and 
consular relations with Cuba and consequently Zemel was denied a 
passport to travel there.

126
  Zemel claimed that he wanted to travel to Cuba 

in order to satisfy his curiosity and become a better informed citizen.
127

  
The Court confirmed that the right to travel within the United States is 
constitutionally protected, but if that right interfered with national security 
it could be restricted.

128
  The Court further stated that this same concept 

applied to international travel.
129

 

In Haig v. Agee, Agee, an American citizen and a former employee of 
the CIA made it known that he had intent to expose CIA officers and 
agents in order to drive them out of the countries where they were 
operating.

130
  He then engaged in activities that exposed the identifications 

of several alleged undercover CIA agents and intelligence sources in 
foreign countries.

131
  As a result of these activities, the Secretary of State 

revoked Agee’s passport, based on a regulation authorizing revocation of a 
passport if the Secretary of State determines that an American citizen’s 
activities abroad “are causing or likely to cause serious damage to the 
national security or the foreign policy of the United States.”

132
 

Agee argued that he should have freedom to travel internationally.  
The Haig court acknowledged that a passport revocation undeniably 
curtailed travel.

133
  It further stated that freedom to travel abroad is 

subordinate to national security and other foreign policy considerations.  
Accordingly, it is subject to reasonable government regulation.

134
  In 

reaching its holding, the Haig court concluded that the Constitution’s due 
process guaranteed no more than what Agee had been accorded, which was 
a statement by the government of reasons and an opportunity for a prompt 
post revocation hearing.

135
 

Several circuit courts have recently ruled on the issue of international 
travel.  Naturally, the holdings are congruous with United States Supreme 
Court opinions, but the circuit court opinions are more recent and provide 
an updated perspective.  For example, the District of Columbia Circuit 
issued its opinion comparing international travel to interstate travel.

136
  It 

held that “international travel is no more than an aspect of liberty that is 
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subject to reasonable government regulation within the bounds of due 
process, whereas interstate travel is a fundamental right subject to a more 
exacting standard.”

137
 

In 2002, the Ninth Circuit ruled on the issue in Eunique v. Powell. 
Eunique was in arrears on child support and, as a result, had been denied a 
passport to travel from the United States to Mexico pursuant to 22 C.F.R. § 
51.70(a).

138
  Eunique asserted that she had a constitutional right to travel 

internationally, which she contended was so fundamental that it could only 
be restricted for the most important reasons or by a narrowly tailored 
statute. 

The court disagreed with Eunique stating that she had “failed to live 
up to a most basic civic and even moral responsibility—the provision of 
support to her own children.”

139
  Yet she brought the action because she felt 

that her right to the pleasures and benefits of international travel had been 
improperly curtailed.

140
  The Eunique court ruled that Congress had 

exclaimed that Eunique’s duties to her children took precedence over her 
ability to travel internationally.

141
 

The court decisions on the right to travel internationally demonstrate a 
clear perspective that there is no absolute right to travel internationally 
afford to U.S. citizens in the United States Constitution, but that is not to 
say that due process can be ignored when denying one the ability to travel 
abroad. Indeed, as stated in Haig and again in Hutchins v. District of 
Columbia, international travel should be evaluated from the same 
perspective that domestic travel is viewed, reasonable regulation within the 
bounds of due process.

142
 

4. International Travel by Air—An Evolving Perspective 

It has long been established that one has a right to domestic interstate 
travel as it falls under the gamut of liberty.

143
  However, as an aspect of 

fundamental liberty, the Supreme Court has held that international travel 
can be regulated within the bounds of due process.

144
  Based on these 

guideposts, one can conclude that, at a minimum, an individual is afforded 
some measure of due process when denied the right to travel 
internationally—whether it is by air or some other means.  The question 
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now posed is has the world changed to the point that international air travel 
is no longer a luxury but rather a necessity? 

The Latif case answers this in the affirmative.
145

  Indeed, the Latif 
court found that: 

[w]hile the Constitution does not ordinarily guarantee the right to travel 

by any particular form of transportation, given that other forms of travel 

usually remain possible, the fact remains that for international travel, air 

transport in these modern times is practically the only form of 

transportation, travel by ship being prohibitively expensive . . . .
146

   

From a practical standpoint, the court in Mohamed v. Holder acknowledged 
that international flight affords an indivudal the opportunity to reach distant 
areas within hours that otherwise would require days or weeks of travel.

147
  

Therefore, the Mohamed court concluded that “[t]he impact on a citizen 
who cannot use a commercial aircraft is profound.  He is restricted in his 
practical ability to travel substantial distances within a short period of time, 
and the inability to fly to a significant extent defines the geographical area 
in which he may live his life.”

148
 

While recent cases examining the right to international travel have not 
been examined by the U.S. Supreme Court, the Mohamed and Latif cases 
demonstrate a marked evolution in opinion toward a greater value being 
placed on an individual’s ability to travel by flight, and specifically flying 
internationally.  There are reasons for this.  From a practical perspective, 
the government’s deprivation of the right to travel causes a negative 
economic impact for persons whose names are on the aviation watchlists, 
and could potentially deprive them of their livelihood.  Many employers 
are now requiring that both applicants and employees travel to meet with  
clients or customers, attend meetings and conduct business transactions as a 
component of the job description. 

By placing a person’s name on the No Fly List, the government is 
effectively denying one the right to travel.  This denial of the right to travel 
could likely lead to loss of income and potentially a loss of employment 
within the global market.

149
  Increasingly, inter-country trade has become 

an employment normalcy.  Accordingly, inter-country trade relies heavily 
upon the convenience and availability of air travel. 

In addition to employment, it has become commonplace for people to 
rely on air transportation to visit family and relatives, attend schools, and, 
of course, travel for vacations.  Although, these denials may not be as 
evident as loss of income or employment, they do severely inhibit targeted 

 

 145.  See Latif v. Holder, 969 F. Supp. 2d 1293, 1303 (D. Or. 2013). 
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individuals from conducting everyday activities that majority of Americans 
have grown to accept as fundamental liberties to our way of life. 

Further, passengers who are allowed to fly, but are subjected to 
increased security screening, are also impacted negatively.  These 
passengers have to allot substantially more time to travel due to the 
increased time required to pass through airport security.  For this reason, 
inclusion on the No Fly List or the Selectee List makes this group of 
employees less desirable than employees who are not on the Selectee List. 

In summary, the first prong of the Mathews v. Eldridge balancing test 
requires that a private interest be affected by the official action.

150
  When 

one’s name is placed on the No Fly List, this official government action 
leads to a negative impact on significant private interests, as highlighted by 
the employment concerns previously discussed in this section.  Increasing 
global business and trade serves to make this impact even greater now than 
ever before.  As the world has evolved and has become a global 
marketplace, the right and ability to travel internationally by air has 
become more than a preference—it has become both a necessity and a 
fundamental right that merits strong due process protection. 

B. Erroneous Deprivation—Sizing Up the Risk 

The second factor required by the Mathews v. Eldridge balancing test 
considers the risk of an erroneous deprivation and the probable value, if 
any, of additional or substitute procedural safeguards.

151
 

The aggregate Terrorist Watchlist is substantial in size.  As of 
September 2008, it was estimated that there were more than 400,000 
individuals on the Terrorist Watchlist.

152
  With a database this sizable and 

the potential impact to those unique individuals’ ability to fly, it would 
seem necessary that the quality of the data on the Terrorist Watchlist would 
be striking high. Unfortunately, this is far from the case. 

1. The Quality of the Data Comprising the Terrorist Watchlist 

In 2008, the Department of Justice Office of the Inspector General 
(“OIG”) issued an audit report that examined the terrorist watchlist 
nomination processes employed by officials within the Department of 
Justice (“DOJ”).  Specifically, the report expressed concern about the 
watchlist’s record keeping.

153
  In sixty-seven percent of the cases where 
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watchlist record modification was necessary, the FBI failed to accurately 
modify the records when new, identifying information was obtained during 
the course of an investigation, as was, and still is, required by FBI 
policy.

154
  In seventy-two percent of the closed cases reviewed, the FBI 

failed to remove the subject’s inclusion on the terrorist watchlist in a timely 
manner.

155
 

While some of these errors demonstrate the risk to national security 
because names of terrorists are omitted, they also demonstrate instances 
where the data is incorrect and individuals have not been appropriately 
removed from the watchlist.

156
  In its report, the OIG notes that nearly 

fifteen percent of the individuals who should have been removed from the 
watchlist were unnecessarily delayed by frontline airline personnel more 
than six times.  This data demonstrates just how difficult it is to remove an 
individual after inclusion on the watchlist.  Further, “[o]nce information is 
placed in an electronic database, the human tendency is to accept the 
accuracy of that information without question.”

157
 

“Joe Trento of the National Security News Service and 60 Minutes 
reporters spent many months combing through the aviation watchlists and 
noted that the lists contained many errors, such as including the names of 
the deceased and persons who are currently serving life sentences.”

158
  The 

problem with outdated or poorly managed watchlists may not be evident to 
someone who has never encountered an issue while trying to fly.  However, 
the problem is very clear to anyone whose name is similar to or the same as 
a name on one of the lists.  Indeed, individuals whose names are similar to 
those on the lists are at risk to be excluded or delayed any time they attempt 
to travel by air.

159
  Former Senator Ted Kennedy had been detained at 

various airports because his name matched that of a suspected Irish 
Republican Army member.

160
  In 2006, 60 Minutes reported that the No Fly 

List still included the names of fourteen of the nineteen September 11 
hijackers as well as the name of a Nazi sympathizer who had been dead for 
over ten years.

161
  More recently, an eight-year-old Cub Scout from New 
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Jersey was mistakenly thought to be on the terrorist watchlist because he 
shared the same name as a terror suspect.

162
 

2. The Intelligence Behind Watchlists 

The quality of watchlist data is not the only risk associated with the 
government’s use of watchlists.  The intelligence behind watchlists is kept 
secret. The profiling mechanics by which the lists function can lead to 
identification of the incorrect individuals.  For example, an individual who 
has filed for bankruptcy or is late in paying credit card bills may be a credit 
risk, but is not necessarily a terrorist threat due to financial delinquency.  
Nonetheless, a profiling system might equate economic disadvantage with 
shiftiness, and identify that person for purposes of inclusion on a 
watchlist.

163
  The unnecessary inclusion individuals who never did, or no 

longer, pose a threat to national security creates oversized lists that greatly 
increase the risk of erroneous deprivation of the ability to fly.  When this 
substantial risk of erroneous deprivation is coupled with the lack of any 
governmental safeguard, a general lack of procedural protections for those 
individuals identified on the No Fly List inevitably results, thereby 
satisfying the second prong to the Mathews’ balancing test.

164
 

C. The Government’s Interest and Fiscal and Administrative Burdens 

The third Mathews’ factor requires consideration of the Government’s 
interest, including fiscal and administrative burdens that may result from 
additional requirements.

165
  In Latif, the defendants argued that the DHS 

TRIP process is sufficient in light of the government’s “paramount interest 
in ensuring that TDSB information can be broadly shared across the 
government to maximize the nation’s security, without fear that such 
information will be disclosed whenever anyone cannot travel as he or she 
might choose.”

166
  Naturally, Latif and the twelve other plaintiffs contended 

that it was not sufficient.  Arguably, the only safeguard is that 49 U.S.C. § 
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46110 provides for a measure of judicial review and designates that 
challenges must be directed to the Court of Appeals.

167
 

I suspect that most would agree that the procedural safeguards related 
to the No Fly List are very limited to non-existent.  One may contend that a 
DHS TRIP web inquiry is a safeguard.  However, when viewed from the 
perspective of a traveler who cannot board a plane, for a business trip for 
example, the traveler’s ability to place such a web inquiry and then be 
forced to wait for an undisclosed amount of time for the government to 
offer any type of explanation is not much of a safeguard. Additional 
procedural safeguards as related to the No Fly List would likely be the 
institution of either a pre-deprivation or post-deprivation hearing. 

1. Pre-deprivation Hearing 

A pre-deprivation safeguard is one that occurs when an individual is 
notified in advance of the potential loss of his or her property or liberty.  
This can often take the form of a hearing.  For flyers whose names are 
placed on the No Fly List, a pre-deprivation safeguard would require that 
they are notified immediately upon being placed on the list, as well as an 
opportunity to challenge such placement 

However, considering its national security concerns, the government 
contends that it cannot entertain the concept of a pre-deprivation hearing. 
Essentially, the government’s position is that such a hearing would defeat 
the purpose of the list by, for example, providing a suspected terrorist 
notification to either change his or her name or pursue a different plan. 

This type of safeguard has precedent in the realm of Immigration Law 
where the Department of Homeland Security currently provides 
notification to aliens when they are subject to removal from the United 
States.

168
  DHS could provide a similar process for individuals placed on 

the No Fly List by basically notifying the person when his or her name is 
placed on the list and affording the person an opportunity to contest 
inclusion on such a list.  

Although this process may provide a strong and effective safeguard 
for an individual that is wrongly placed on the No Fly List, it is a 
troublesome option when weighed against considerations of national 
security.  It would not be preferable to notify a suspected terrorist of her 
placement on the No Fly List in advance so that the person could 
potentially develop an alternate method of carrying out an act of terrorism. 

2. Post-deprivation Hearing 

A second option would be for the government to provide a post-
deprivation hearing in cases where an individual feels compelled to 
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challenge his or her placement on the No Fly List.  The post-deprivation 
hearing would occur after the individual had been denied the right to board 
an aircraft and would almost certainly occur well after the individual has 
suffered any economic harm, damage to her reputation, or inconvenience.  
It could take the form of a hearing scheduled in response to a DHS TRIP 
inquiry. 

While a pre-deprivation hearing would be preferable, such a hearing 
would likely be deemed detrimental to the security interests of the 
government.

169
  In a case such as this, a post-deprivation hearing is 

probably a reasonable alternative.  Such a hearing would protect a 
passenger’s right to future air travel and provide some realistic redress to 
wrongful inclusion on a list prohibiting that individual from travel via 
airplane.

170
 

The Latif court was clear regarding the insufficiency of the DHS TRIP 
redress even when the government’s national security interests are 
considered.

171
  The Court in Latif also acknowledged that the online 

inquiries are insufficient, as they do not provide challengers with either 
post-deprivation notice or a hearing.

172
  In its holding, the Latif court did 

not designate the appropriate form of process due, however the likely 
burden that the government would face is that which is associated with a 
post-deprivation hearing. 

In the case of the No Fly List, the burden of the post-deprivation 
hearing, while fiscally and administratively impactful, is not going to 
outweigh the deprivation of the liberty interest.  When a liberty interest is 
taken away, some measure of process is due.  For example, the Supreme 
Court has held that in the case of an individual having been denied a 
passport, a post-deprivation hearing is justified.

173
 

Just as in the case for denial of a passport, the Mathews’ balancing test 
will be met if the loss of one’s liberty interest in flying is deemed to justify 
more redress than an online inquiry.  The counterbalancing factor of 
national security remains difficult to quantify, but even with this 
consideration, the loss of one’s right to fly merits considerable due process. 
Therefore, a post-deprivation hearing seems viable. 
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IV. THE SUPREME COURT HAS DEMONSTRATED AN EVOLVING OPINION 

REGARDING DUE PROCESS 

At the same time that the United States Supreme Court and other 
courts have been wrangling with the issue of air travel and international 
travel as an aspect of fundamental liberty, the Supreme Court has also been 
evolving its perspective on the subject of due process.  The events 
surrounding the acts of terrorism on 9/11 produced an immediate shift in 
both political and judicial views regarding the right to freedom.  The 
immediate response by many was to trade freedom for perceived safety.  
“Congress rushed to enact a monumental statute with a monumental title—
the Uniting and Strengthening America by Providing Appropriate Tools 
Required to Intercept and Obstruct Terrorism Act of 2001.”

174
  Commonly 

known as the Patriot Act, it was heralded by its supporters (mainly the 
Department of Justice) as an essential anti-terrorism measure and won 
overwhelming support in both houses of Congress.

175
 

Unsurprisingly, the Patriot Act was strongly criticized by most civil 
rights groups in the United States for violating many civil liberties 
contained in the Constitution’s Bill of Rights.

176
  Significant among these 

was the right to privacy.
177

  The new anti-terrorism statute gave the 
government a virtually unfettered license to invade the privacy of 
individuals based on the mere assertion that the information sought is 
connected to a foreign intelligence investigation.

178
 

As time has passed, views of the public and the courts have evolved.  
With the changing landscape of world events involving terrorism, the 
United States Supreme Court has been called upon to consider due process 
issues surrounding those individuals strongly tied to terrorism and 9/11.  
Specifically, the Court has considered what level of process is due to 
individuals identified as enemy combatants.  These decisions, while 
certainly different than those surrounding air travel, may be looked to as 
indicators of the Court’s evolving opinion on due process tradeoffs 
regarding national security, and, as such may signal an emerging shift in 
opinion involving the No Fly List. 

Specifically, the Court considered the ramifications surrounding the 
legality of detaining a United States citizen on United States soil as an 
“enemy combatant” in Hamdi v. Rumsfeld.

179
  It specifically considered the 

due process that is constitutionally owed to one who seeks to challenge his 
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classification as an enemy combatant.
180

  In a later case, Boumedienne v. 
Bush, the Court considered a similar issue involving enemy combatants that 
were captured overseas and then detained at a United States facility in 
Guantanamo Bay, Cuba.

181
 

The Hamdi and Boumedienne cases address due process issues in 
instances where the individuals were not only charged with terrorism or 
fighting against the United States, but they were also being detained 
outside of the United States.  Further, in Boumedienne, the detainee was not 
even a United States citizen.  These cases demonstrate the Court’s evolving 
perspective on due process so much so that a non-citizen, enemy combatant 
was deemed to have due process rights.  The cases further demonstrate that 
national security interests do not absolutely trump an individual’s liberty 
interests.  In Hamdi and Boumedienne, these liberty interests were 
associated with detention.  This Note will contend that these cases 
demonstrate that determining the potential liberty interest associated with 
air travel when measured against national security concerns is a ripe issue 
for the federal courts to consider. 

A. Hamdi v. Rumsfeld 

The Hamdi case arose directly out of the September 11, 2001 al Qaeda 
terrorist attacks on the World Trade Center in New York.

182
  In response to 

the attacks, Congress passed a resolution authorizing the President to “use 
all necessary and appropriate force against those nations, organizations, or 
persons he determines planned, authorized, committed, or aided the 
terrorist attacks” or “harbored such organizations or persons, in order to 
prevent any future acts of international terrorism against the United States 
by such nations, organizations or persons.”

183
 

It was determined that the Taliban regime was behind the 9/11 attacks. 
Yaser Esam Hamdi, an alleged member of the Taliban regime was captured 
by United States Armed Forces in Afghanistan.  Hamdi was detained by the 
United States forces in Afghanistan before being transferred to a United 
States Naval Base in Guantanamo Bay, Cuba.  It was later determined that 
Hamdi was a United States citizen and he was transferred to the United 
States for detention.  The United States government contended that Hamdi 
was an “enemy combatant,” and that this status justified holding him in the 
United States indefinitely without formal charges or proceedings.

184
  

However, Hamdi contended that, as a United States citizen, he should be 
afforded the protections granted in the United States Constitution.  As such, 
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Hamdi filed suit arguing that his Fifth Amendment guarantee of due 
process had been violated.

185
 

The crux of Hamdi’s argument was that he was owed a meaningful 
and timely hearing, and that “judicial detention [that] begins and ends with 
the submission of an affidavit” does not comport with the Fifth and 
Fourteenth Amendments.

186
  The United States government countered that 

any more process than what had previously been provided would be 
unworkable and intolerable under the United States Constitution.

187
 In its 

opinion, the Hamdi court acknowledged that: 

[b]oth of these positions highlight legitimate concerns. And both 

emphasize the tension that often exists between the autonomy that the 

Government asserts is necessary in order to pursue effectively a 

particular goal and the process that a citizen contends he is due before 

he is deprived of a constitutional right.
188

   

Deeming the issue to require a balancing of the concerns, the Court applied 
the Mathews balancing test.  The risk of erroneous deprivation of a private 
interest if the process were reduced was weighed against the “probable 
value, if any, of additional or substitute procedural safeguards.”

189
  After 

consideration of these competing interests—individual freedom balanced 
against the government’s national security interests—both of which were 
considered by the Court to be highly important, the Court held that “a 
citizen-detainee seeking to challenge his classification as an enemy 
combatant must receive notice of the factual basis for his classification, and 
a fair opportunity to rebut the Government’s factual assertions before a 
neutral decisionmaker.”

190
 

In Hamdi, the Court balanced individual freedom against national 
security interests.

191
 While comparing an individual’s freedom to one’s 

right to fly may seem initially to be a chasm-like leap, the analogous 
concept is the balance against national security interests.  The Court could 
have easily relied on the national security standard to continue detention of 
a suspected terrorist, but instead it balanced the loss of a person’s liberty 
against a potential security threat.  The balance with the No Fly List is the 
same.  Certainly flying involves a relatively lower liberty interest when 
compared to detention, but at the same time, the national security risk 
associated with allowing an individual to fly who is among the thousands 
of individuals identified on the government’s questionable No Fly List is 
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also much lower than releasing an individual who has known ties to a 
regime that opposes United States interests via terrorist acts. 

B. Boumediene v. Bush 

The Court considered a further extension of due process in 
Boumediene v. Bush.  The circumstances of the Boumediene case were 
similar to the Hamdi case, except the detainees were aliens rather than 
United States citizens.

192
  Specifically, in Boumediene, the petitioners were 

aliens detained in Guantanamo Bay, Cuba after being captured in 
Afghanistan or elsewhere abroad and designated as enemy combatants by 
Combatant Status Review Tribunals (CSRTs).

193
  The Court held that the 

petitioners met their burden of establishing that the Detainee Treatment Act 
(DTA) review process was, on its face, an inadequate substitute for habeas 
corpus.

194
  Among the constitutional deficiencies from which the DTA 

suffered was the absence of provisions allowing petitioners to challenge the 
President’s authority under the Authorization for Use of Military Force, to 
detain them indefinitely, to contest the CSRT’s findings of fact, to 
supplement the record on review with exculpatory evidence discovered 
after the CSRT proceedings, and to request release.

195
  The Court 

specifically stated that the statute could not be read to contain each of these 
constitutionally required procedures.

196
 

Thus, it is quite evident that the Supreme Court is evolving its opinion 
with regard to due process and potential terrorism threats.  Before the 
Boumediene case was decided, the Court had never held that noncitizens 
detained by our Government in territory over which another country 
maintains de jure sovereignty had any due process rights under our 
Constitution.

197
  Further, and perhaps equally important, the Court held that 

the DTA lacked provisions allowing petitioners to challenge the President’s 
authority under the Authorization for Use of Military Force.

198
  This is 

precisely the due process versus national security balance that the courts 
are struggling with when evaluating the constitutionality of the 
government’s No Fly List.  As a result of both the Hamdi and Boumediene 
cases, the Court has placed a high value on the liberty interest and due 
process rights of an individual in detention, even when weighed against 
national security.  These cases signal that a corresponding value will be 
justified in instances where an individual is deprived of his or her ability to 
travel by air. 
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V. THE FUTURE 

The Boumediene and Hamdi cases demonstrate two key principles: 
first, that the concept of due process is an important American value 
derived from the United States Constitution and second, that the perception 
of how the concept should be interpreted is evolving.  The government’s 
immediate reaction to 9/11 terrorist attacks forced Americans to trade their 
right to privacy and liberty for national security.  As we stand over a 
decade later, the pendulum appears to be swinging back to a state in which 
the average American is no longer inclined to trade substantial privacy and 
liberty for security.  It certainly does not follow that Americans are willing 
to forego the security that, only a decade ago, seemed so important.  
Rather, the expectation is that the sufficient security can be achieved 
without taking away Americans’ right to privacy and due process. 

A. Privacy 

The landmark case on privacy remains Katz v. United States.  The 
Katz doctrine, evidenced in Justice Harlan’s concurrence, elicited a twofold 
requirement: first, a person must exhibit a subjective expectation of 
privacy, and second, that expectation must be one that society is prepared 
to recognize as reasonable.

199
  Essentially, Katz is responsible for 

producing a rule that contains both a subjective and objective component.  
These two components work together to allow the “reasonable” person to 
define what will be recognized as private.  The Katz test has the latitude to 
evolve with the changing standard of the reasonable person.  Up to now the 
Court has interpreted Americans’ views of privacy to produce the results 
that we see today. 

As technology continues to evolve, along with the opinion of the 
“reasonable person,” it remains within the realm of possibility that the Katz 
test will be reinterpreted.  The theme of Katz was that “what [a person] 
seeks to preserve as private, even in an area accessible to the public, may 
be constitutionally protected.”

200
  However, the Marshall dissent in Smith v. 

Maryland may be interwoven with Katz. Indeed, Justice Marshall 
acknowledged that “[p]rivacy is not a discrete commodity, possessed 
absolutely or not at all.  Those who disclose certain facts to a bank or 
phone company for a limited business purpose need not assume that this 
information will be released to other persons for other purposes.”

201
 

As technology has evolved, people have grown to rely on it and use it 
in ways never before anticipated.  Even simple things such as obtaining a 
telephone number or locating a business are now generally done via the 
Internet.  Because so much of this type of information is stored virtually, 
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without the use of the Internet, the ability to complete these routine 
commercial transactions would be severely stifled.  The question then 
becomes, when interjecting the reliance on technology, is the reasonable 
person of today the same reasonable person from, let’s say, ten years ago?  
Perhaps the reasonable person of today needs to be infused into the Katz 
test to create a new reasonable expectation of privacy doctrine. 

The data used to create terrorist watchlists and the No Fly List is 
currently excluded from challenge under the Privacy Act.  As a result, the 
avenue for challenge is solely Katz’s interpretation of the privacy 
protection evidenced in the Fourth Amendment.  This data is used in ways 
that the average person of a decade ago would never have thought of.   
Societal opinions of privacy have also drastically changed. Accordingly, 
both prongs comprising the Katz test should be revisited and redefined 
when electronic data is involved.   

B. Due Process 

The due process concerns surrounding the No Fly List impact two 
subgroups of individuals.  The first subgroup is those individuals who have 
been mistakenly placed on the No Fly List and who wish to have their 
names removed.  The second, and more problematic, subgroup is 
comprised of those individuals that are on the list based on presumed 
terrorist ties or because of a perceived national security risk. 

Would a post-deprivation hearing satisfy due process requirements?  
In the landmark case Mathews v. Eldridge, which evaluated the fairness of 
the termination of disability benefits without a pre-deprivation hearing, the 
Court held that “requiring an evidentiary hearing upon demand in all cases 
prior to the termination of disability benefits would entail fiscal and 
administrative burdens out of proportion to any countervailing benefits.”

202
  

The Court went on to note that the judicial model of an evidentiary hearing 
is neither a required, nor even the most effective, method of decision- 
making in all circumstances.

203
  In Mathews, where the termination of 

disability benefits was at stake, the procedures provided the claimant with 
an effective process for asserting a claim prior to any administrative action, 
and also assured a right to an evidentiary hearing, as well as subsequent 
judicial review before the denied claim became final. Essentially, there was 
no deprivation of procedural due process.

204
 

In the 1980’s, however, the Supreme Court held that an individual 
deprived of governmental benefits such as disability income, as addressed 
in Mathews, is different than the instance in Cleveland Board of Education 
v. Loudermill where an individual was terminated from his employment.

205
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At first glance, both appear different than the deprivation of an individual’s 
ability to fly.  However, examining these issues in the context of modern 
society, the three are not necessarily all that different.  For example, all 
three can act to deprive an individual of both income and employment 
opportunities.  In both Mathews and Loudermill, the impact is perhaps 
more direct, but it is not uncommon in this era for individuals to necessitate 
air travel in order to maintain employment. 

Here, where the deprivation of the ability to travel is involved and 
could deprive one of the ability to work and earn an income, one could 
easily argue that a process should be in place to challenge placement on the 
No Fly List before travel privileges are revoked.  However, despite this, the 
Latif case is different than Mathews and Loudermill.  In Latif, the plaintiffs 
were not asserting a loss of income or the ability to earn a living as was 
asserted in Mathews and Laudermill.  Even if they were, the assertion is not 
a direct correlation with the loss of the right to travel by air.  That 
differentiation alone indicates that a pre-deprivation hearing is not likely to 
be justified.  Perhaps more importantly, national security interests make a 
pre-deprivation hearing impractical.  “In short, once it is determined that 
the Due Process Clause applies, ‘the question remains what process is 
due.’”

206
 

Taken as a foundation that there indeed has been a loss of a 
fundamental liberty, some sort of due process applies.  The severity of the 
loss is not nearly as severe as the loss of a property interest held in 
Laudermill.

207
  It is also a reasonable premise that providing notification 

when a name is placed on the list could have a negative impact on national 
security by allowing an individual to take steps to circumvent the list or 
find a way to fly by some other means. 

Nonetheless, due process applies and can still be satisfied.  The risk to 
national security can be minimized or perhaps negated by allowing a post-
deprivation hearing after the liberty has been taken.  Although the 
government contends that a post-deprivation hearing is both costly and 
overly burdensome considering the fact that a person will have already lost 
the liberty, in this case the ability to fly, the procedural implications of 
allowing individual’s the opportunity to challenge placement on the No Fly 
List can, nevertheless, both satisfy the due process requirement and 
minimize the distress and embarrassment experienced by the named 
individual.  

Is a post-deprivation hearing problematic to national security?  

[C]ourts generally defer to the Executive Branch’s reasoning on 

national security and foreign policy issues,
 
the court has generally 

upheld the Secretary of State’s [rationalization on security related 

 

 206.  Id. at 541 (quoting Morrissey v. Brewer, 408 U.S. 471, 481 (1972)). 

 207.  Id. at 542. 
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issues] if it was based on a sufficient administrative record.  Such 

judicial deference is not unlimited [though].  For example, the D.C. 

Circuit recently held that the Department of State violated the People’s 

Mojahedin Organization of Iran’s (PMOI’s) procedural due process 

rights when it did not provide the group with sufficient notice of the 

reasons behind its designation as a [foreign terrorist organization].
208

   

The court stated that the organization was entitled to “the opportunity to 
present, at least in written form, such evidence as [it] may be able to 
produce to rebut the administrative record . . . .”

209
  In the case of the No 

Fly List, no substantial administrative record is provided, and perhaps none 
exists at all.  A person may merely come to know of his or her inclusion on 
the No Fly List. 

Realistically, at the point that a hearing would be conducted, a terrorist 
would have had to demonstrate that his or her name is actually included on 
the No Fly List, whereas a harmless citizen who was either erroneously 
placed on the list or the possible victim of misidentification simply comes 
to know of his or her inclusion on the No Fly List by, at some point, being 
denied the ability to travel by air.  In either case, the individual has 
attempted to either obtain a boarding pass or board a plane and was denied.  
The harmless citizen who was inadvertently placed on the No Fly List, first 
and foremost, wants his or her name to be removed from the list.  If that 
concerned citizen files a DHS TRIP inquiry and he or she is then notified, 
sometime later, that placement on the list was erroneous and he or she is 
subsequently cleared to fly, in the majority of cases, no further action 
would be required. 

On the other hand, if the issue involves a harmless citizen who files a 
DHS TRIP report and no disposition or unsatisfactory disposition is 
received, the individual will likely want to pursue a hearing if one were 
available.  Assuming the hearing was before an Administrative Law Judge, 
the person could be afforded the opportunity to state her case before a 
judge, while a government representative listened.  The government could 
elect to remain silent or intervene to ask the individual questions.  The 
ability to remain silent would protect any sensitive security information 
from being revealed.  At the same time, the government could hear the case 
presented by the citizen and accept any supporting documentation that the 
person chose to provide.  Admittedly, this process is not ideal to the citizen 
because the citizen is being asked to defend his or her identity and/or 
activities without any allegations, and because it would be difficult to know 
what documentation would be beneficial.  Nonetheless, the government 

 

 208.  Louisa C. Slocum, Ofac, the Department of State, and the Terrorist Designation 
Process: A Comparative Analysis of Agency Discretion, 65 ADMIN. L. REV. 387, 402 (2013) 
(citing People’s Mojahedin Org. of Iran v. U.S. Dept. of State, 613 F.3d 220, 231 (D.C. Cir. 
2010)). 
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Spring 2015] THE FLAP WITH NO FLY 189 

would likely receive enough information to determine whether the person 
is justifiably categorized as a security threat. 

On the other hand, where an individual who is a legitimate terrorist 
threat is denied the right to fly, the process is likely to be repeated with a 
key exception.  An individual who intends to cause harm or perform an act 
of terrorism is not likely to either request or attend a hearing, or provide 
any further documentation to the government because any data provided is 
likely to reveal terrorist intentions or possibly implicate others.  Further, in 
the case of an individual who does not request or attend a hearing, a 
presumption could be made that the inclusion of the name on the list is 
legitimate. 

CONCLUSION 

Privacy and due process rights of Americans have been deemed 
important since the drafting of the United States Constitution.  The courts 
within the United States are left to make decisions to preserve the wording 
and intentions of a document that could scarcely anticipate technological 
changes that have shaped the world we live in today.  In turn, the United 
States Supreme Court is asked to rule on the issues that are of highest 
importance to both the United States and its citizens.  As it presently 
stands, the Court has been reasonably clear on the Fourth Amendment’s 
protections concerning privacy.  However, the group of Americans that 
have been mistakenly or negatively impacted by intrusions into data that 
they have shared via the Internet is relatively small.  Many people do not 
recognize that visits to “private” websites are not actually private or that 
their searches and posts may be both obtained and collected by the 
government if such searches and pose a threat to national security.  As the 
government finds more uses for this data and the intrusion into an 
individual’s private live becomes more evident, the opinion of the 
“reasonable person” is apt to change.  Eventually, the courts will have no 
choice but to follow suit if the Katz doctrine is maintained. 

The Court has already demonstrated a changing opinion regarding due 
process.  Individuals that at one time were deemed so threatening to the 
United States and its security that they were placed in captivity outside the 
boundaries of the United States, are now being afforded due process rights.  
Even an organization designated as an foreign terrorist organization 
(“FTO”) was afforded more due process than online web inquiry.  It would 
seem that it is only reasonable that an individual legally residing within the 
United States should be afforded some meaningful measure of due process 
when being deprived of the right to board an airplane or fly based on the 
government’s national security concerns without any further explanation.  
Indeed, “[w]hile the government no doubt has a significant and even 
compelling interest, an American citizen placed on the No Fly List has 
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countervailing liberty interests and is entitled to a meaningful opportunity 
to challenge that placement.”
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