
  

 

NOTES 

The Law Catching Up with the Evolution of Cell Phones: Warrantless 
Searches of a Cell Phone are Unconstitutional Under the Fourth 
Amendment 

INTRODUCTION 

The vast majority of Americans today own cell phones. As of January 
2014, over 90% of American adults own cell phones and 58% have a smart 
phone.

1
  Cell phones today have the capability of storing some of a 

person’s most private information.  In the United States, police officers 
arrest thousands of people each day.

2
  Over 12 million arrests were made in 

2011 alone.
3
  A majority of these arrests were for minor infractions, and 

most of the people arrested had a cell phone in their possession.
4
  Until the 

Supreme Court of the United States rules on the constitutionality of 
warrantless cell phone searches by police officers, individuals are at risk of 
having their most personal information viewed by an arresting police 
officer, no matter how minor the arrest may be. 

The warrantless search of a cell phone today requires a modern 
interpretation of the Fourth Amendment.  This Note discusses the history of 
the Fourth Amendment, the evolution of cell phones, and why the Fourth 
Amendment prohibits searching the contents of a cell phone without a 
warrant. 

I. THE FOURTH AMENDMENT APPLIED TO CELL PHONES 

A growing legal debate dealing with Fourth Amendment rights is 
whether or not police officers have the right to conduct a warrantless search 
of an arrestee’s cell phone.  The Fourth Amendment states: 

The right of the people to be secure in their persons, houses, papers, and 

effects, against unreasonable searches and seizures, shall not be 

violated, and no Warrants shall issue, but upon probable cause, 

 

 1.  Mobil Technology Fact Sheet, PEW RESEARCH CENTER (Jan. 2014), 
http://www.pewinternet.org/fact-sheets/mobile-technology-fact-sheet/. 

 2.  Crimes in the United States 2011, THE FEDERAL BUREAU OF INVESTIGATION, 
http://www.fbi.gov/about-us/cjis/ucr/crime-in-the-u.s/2011/crime-in-the-u.s.-2011/persons-
arrested/persons-arrested (last visited Apr. 7, 2015). 
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supported by Oath or affirmation, and particularly describing the place 

to be searched, and the persons or things to be seized.
5
 

The Fourth Amendment prohibits the government from conducting 
unreasonable searches and seizures.

6
  The Supreme Court has applied the 

Fourth Amendment when seizing goods and articles, by requiring a warrant 
from a magistrate before conducting most searches.

7
  The warrant 

requirement is however subject to a few specifically established exceptions, 
including search incident to arrest.

8
 

A. Technology Advances and the Fourth Amendment 

Cell phones have evolved tremendously in design and capability since 
the first one made by Motorola in 1973.

9
  Around this time, the only 

capability cell phones had was simply to make calls.
10

  By the 1990s, cell 
phones were capable of transmitting data, sending text messages, and had 
features such as “clocks, alarms, calendars, calculators and address 
books.”

11
  Finally in the 2000s, the Internet age hit cell phones.

12
  Phones 

could now transmit data at high speeds, access some websites, and later 
could be used to stream video and audio.

13
  In 2007 Apple launched the 

iPhone, which was a dramatic change in the cell phone world, giving 
phones endless capabilities.

14
  Soon other phone companies caught up and 

created phones with equal capabilities.
15

 

Today, innovation has accelerated exponentially.  Modern cell phones 
are capable of sending and receiving text messages and emails, uploading 
photos and videos, accessing the Internet, downloading games and music, 
and using Global Positioning Systems (GPS).

16
  Mobile phones today can 

be used to “[w]atch movies, choose restaurants, do online banking, provide 
medical reference material, trade stocks, lose weight, navigate directions, 

 

 5.  U.S. CONST. amend. IV. 

 6.  Id. 

 7.  Chimel v. California, 395 U.S. 752, 758 (1969) (quoting Trupiano v. United 
States, 334 U.S. 699 (1948)). 

 8.  Katz v. United States, 389 U.S. 347, 357–58 (1967). 

 9.  See Arthur Pinkasovitch, Cell Phone Evolution, INVESTOPEDIA (March 16, 2010), 
http://www.investopedia.com/financial-edge/0310/cell-phone-evolution.aspx. 

 10.  See Chelsea Oxton, The Search Incident to Arrest Exception Plays Catch Up: Why 
Police May No Longer Search Cell Phones Incident to Arrest Without a Warrant, 43 
CREIGHTON L. REV. 1157, 1159–60 (2010). 

 11.  Id.  

 12.  Id.  

 13.  Id. at 1160–61. 

 14.  Id. at 1161–62. 

 15.  Id. at 1162. 

 16.  See id. at 1160–61. 
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read barcodes and performs millions of other fun and useful features.”
17

  
Innovations have been made to allow cell phones to be used as debit cards, 
enabling people to make purchases through their phones.

18
  Some phones 

are even capable of monitoring vitals and sending the information via the 
Internet, in lieu of driving to a doctor’s office.

19
  The Pew Research Center 

has found that as of June 2013, roughly 90% of American adults have a cell 
phone, 56% of American adults have a smart phone, 31% have private 
medical information on their cell phones, and 29% use online banking on 
their cell phones.

20
 

1. Modern Day Cell Phones are Akin to Computers 

The capabilities and functions of these modern day phones have made 
them just as sophisticated as modern day computers.  Due to the 
expectation of privacy, searches of a computer’s hard drive requires a 
warrant.

21
  Technology advancements with cell phones allow individuals to 

perform anything on a cell phone that they could do on a computer.  
Therefore, the same level of privacy should be given to cell phones as is 
given to computers.  The Ohio Supreme Court found that a cell phone’s 
“ability to store large amounts of private data gives [its] user a reasonable 
and justifiable expectation of a higher level of privacy in the information 
[it] contain[s].”

22
 

With technology becoming increasingly advanced, it is inevitable that 
the law will stay up to date with these innovations.  It is necessary for the 
law to constantly reevaluate Fourth Amendment rights in relation to new 
advances in technology.  Where a cell phone from 1983 would be 
analogous to an address book, a phone from today is equivalent to a 
computer.  As the unlimited capabilities of cell phones and smart phones 
continue to grow, it is clear that law enforcement agencies want the right to 
search cell phone data in an attempt to find incriminating information to 
help further their investigations.  The law must find a way to balance the 
rights of citizens to be free from unreasonable searches of modern day cell 
phones with the rights of law enforcement. 

 

 17.  Pinkasovitch, supra note 9. 

 18.  Id. 

 19.  Id. 

 20.  Richard Wolf, Your cellphone: private or not?, USA TODAY (Sept. 9, 2013), 
http://www.usatoday.com/story/news/nation/2013/09/09/your-cellphone-private-or-
not/2788945; see also Lee Rainie, Cell phone ownership hits 91% of adults, PEW RESEARCH 

CENTER (June 6, 2013), http://www.pewresearch.org/fact-tank/2013/06/06/cell-phone-
ownership-hits-91-of-adults/. 

 21.  State v. Rupnick, 125 P.3d 541, 558–59 (Kan. 2005). 

 22.  State v. Smith, 920 N.E.2d 949, 955 (Ohio 2009). 
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2. Expectations of Privacy Under the Fourth Amendment 

For Fourth Amendment protections to apply, an individual must have 
a reasonable expectation of privacy, and there must be an invasion of that 
expectation of privacy by the government.

23
  To determine whether an 

arrestee is offered a reasonable expectation of privacy adequate to 
challenge the validity of a search, the test is to look at “(1) whether the 
defendant is able to establish an actual, subjective expectation of privacy 
with respect to the place being searched or items being seized, and (2) 
whether that expectation of privacy is one which society would recognize 
as reasonable.”

24
  Factors to take into consideration in determining if there 

is a reasonable expectation of privacy include whether the defendant had a 
possessory interest in the object seized, whether he had a right to exclude 
others from it, whether he exhibited an expectation of privacy to be free 
from governmental invasion, and whether normal precautions were taken to 
preserve privacy.

25
 

The Supreme Court in Katz v. United States analyzed the reasonable 
expectation of privacy standard under the Fourth Amendment and adopted 
a broad construction, which allows the Fourth Amendment to adjust to the 
changes in society.

26
  Charles Katz was convicted of transmitting illegal 

bets via wire communication, and he appealed.
27

  The government entered 
into evidence parts of Katz’s telephone conversations that were obtained by 
placing a listening device on the phone booth that Katz had been using.

28
  

The Supreme Court held that by electronically listening and recording 
Katz’s words spoken into the phone receiver in a public phone booth, the 
government violated the privacy that Katz reasonably relied on while using 
the phone booth.

29
  The Court stated that Fourth Amendment protections 

could apply to what a person attempts to preserve as private, even in an 
area accessible to the public.

30
  Although Katz did not seek to hide himself 

from public view, he did attempt to keep out the “uninvited ear.”
31

  A 
person who enters a telephone booth can expect the protection of the 
Fourth Amendment as he reasonably assumes the words he speaks in the 

 

 23. Smith v. Maryland, 442 U.S. 735 (1979). 

 24. United States. v. Finley, 477 F.3d 250, 258 (5th Cir. 2007) (quoting United States 
v. Cardoza-Hinojosa, 140 F.3d 610, 614 (5th Cir. 1998)). 

 25.  Id. at 258–59 (quoting Cardoza-Hinojosa, 140 F.3d at 615). 

 26.  Katz v. United States, 389 U.S. 347, 353 (1967) (expanding traditional Fourth 
Amendment protections to apply to people “not simply ‘areas’”). 

 27.  Id. at 348. 

 28.  Id. 

 29.  Id. at 353. 

 30.  Id. at 351. 

 31.  Id. at 352. 
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phone booth will not be heard by the world.
32

  Accordingly, the intrusion 
by the government in listening to Katz’s phone conversations amounted to 
an unreasonable search and seizure under the Fourth Amendment.

33
 

In Maryland v. Smith, police instructed a telephone company to install 
a pen register on Smith’s home phone line to record numbers being dialed 
from his phone.

34
  The Court discussed how telephone users typically know 

that they must give phone companies information and that phone 
companies have the capabilities of recording this type of information.

35
   

Accordingly, the Supreme Court found that there was no reasonable 
objective expectation of privacy that the numbers dialed on the telephone 
would remain private.

36
 

From Smith, it is clear that there is no reasonable expectation of 
privacy in our phone’s records,

37
 however the question remains open as to 

whether or not our phone’s information should be treated differently.
38

   
Applying the test to determine whether an arrestee is offered a reasonable 
expectation of privacy with his or her cell phone, it is possible that a 
subjective expectation of privacy exists.  Especially today, with the 
advances in technology, a simple password lock on a phone would seem to 
meet this subjective requirement.  People today hold some of their most 
personal information in their cell phones, from medical and banking 
information, to private email and text conversations.  With the large 
amounts of personal information saved in a phone’s data, it is fair to say 
that the expectation of privacy of a person’s cell phone information is one 
which society would recognize as reasonable. 

The consequence of allowing warrantless cell phone searches raises 
many legitimate concerns.  Today, the capabilities of cell phones are 
endless and most are capable of storing a tremendous amount of personal 
information and data.  With these capabilities that cell phones contain 
today, warrantless cell phone searches have the possibility of creating a 
serious invasion of privacy, which the Fourth Amendment aims to protect 
every person against.

39
 

Categorizing a modern day cell phone is helpful in determining the 
expectation of privacy that should be given to cell phones.

40
  This is not as 

 

 32.  Id. 

 33.  Id. at 353.   

 34.  Smith v. Maryland, 442 U.S. 735, 737 (1979). 

 35.  Id. at 742. 

 36.  Id. at 743. 

 37.  Id. 

 38.  Id. 

 39.  State v. Smith, 920 N.E.2d 949, 954–55 (Ohio 2009). 

 40.  Id. 
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challenging of a task as some courts believe.
41

   The Court in State v. Smith 
attempts to categorize cell phones and argues from one point of view, a cell 
phone is similar to an address book, which has a lower expectation of 
privacy.

42
  From another point of view, the court said cell phones are akin 

to a laptop, which is capable of storing and transferring immense amounts 
of personal data and information and are thus entitled to a higher 
expectation of privacy. 

43
  Although cell phones have similarities with both 

address books and laptop computers, it is difficult to equate them 
completely with either.

44
  The Ohio Supreme Court stated, because of the 

tremendous capabilities that cell phones have, cell phones are more than a 
simple address book, but are in essence still cell phones and cannot be 
equally compared to a laptop computer.  Therefore, it is important for 
courts to take into consideration the expectation of privacy required for the 
information a device is capable of containing.

45
  This reasoning is not 

completely accurate because cell phones today are capable of holding 
almost all the information that a laptop computer can hold. Therefore, cell 
phones should be treated as computers and should require a higher 
expectation of privacy.  Because of the serious private data that cell phones 
may contain, requiring a search warrant before searching the contents of a 
cell phone might help solve some expectation of privacy concerns. 

46
 

B. The Warrant Requirement and Its Exceptions 

The warrant requirement under the Fourth Amendment is subject to a 
few specific exceptions.

47
  Warrantless searches and seizures are 

unreasonable unless they fall under one of these limited, recognized 
exceptions.

48
  Indeed, there are six recognized exceptions to the 

Constitution’s warrant requirement.  These exceptions include: (1) search 
incident to a lawful arrest, (2) plain view exception, (3) consent, (4) stop 
and frisk, (5) automobile exception, and (6) exigent circumstances or 
emergencies/hot pursuit.

49
 

 

 41.  Id. 

 42.  Id. at 955. 

 43.  Id. 

 44.  Id. 

 45.  Id. 

 46.  Id. 

 47.  Arizona v. Gant, 556 U.S. 332, 338 (2009) (quoting Katz v. United States, 389 
U.S. 347, 357 (1967)). 

 48.  Katz, 389 U.S. at 355.  

 49.  See, e.g., Chimel v. California, 395 U.S. 752, 759 (1969) (quoting Trupiano v. 
United States 334 U.S. 699, 708 (1948)) (holding the search incident to arrest exception); 
Horton v. California 496 U.S. 128, 141 (1990) (holding police officers can seize object in 
plain view without a search warrant); Schneckloth v. Bustamonte, 412 U.S. 218, 228 (1973) 
(recognizes consent based searches as being constitutionally acceptable); Terry v. Ohio, 392 
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1. The Expansion of the Search Incident to Arrest Exception 

Over forty years ago, the Court in Chimel set out the Fourth 
Amendment search incident to arrest doctrine as an exception to the 
warrant requirement, allowing a warrantless search of a person upon 
arrest.

50
  In Chimel, police officers went to the home of Chimel with a 

warrant for his arrest for burglary.
51

  Chimel’s wife let the officers in the 
house where they waited for Chimel to arrive.

52
  Once he arrived, the 

officers conducted a search of the house against Chimel’s wishes.
53

  
Without a search warrant, the officers seized a number of items throughout 
the house.

54
  Chimel was convicted of burglary, and the California Court of 

Appeals, as well as the California Supreme Court, affirmed the 
conviction.

55
  The Supreme Court of the United States granted certiorari, 

and considered whether the warrantless search of the house could be 
constitutionally justified as incident to arrest.

56
  The Court found that a 

reasonable search under the Fourth Amendment without a search warrant 
does not extend to a search beyond an arrestee’s person or the arrestee’s 
immediate grabbing area.

57
 

The Supreme Court set forth the standard for what police officers 
could search upon an arrest.

58
  The search incident to arrest exception to a 

warrant allows an officer, after a lawful arrest, to search a person and his 
immediate surrounding area for hidden weapons or evidence that could be 
concealed or destroyed.

59
  The purpose of this exception is to ensure the 

safety of the arresting officer and to preserve any evidence located on or 
around the arrestee.

60
  The reasonableness of such searches incident to 

arrest depends on the specific facts and circumstances of each case.
61

 

 

U.S. 1, 27 (1968) (holding officers can stop and frisk if there is reasonable suspicion to 
believe the individual is dangerous); United States v. Ross, 456 U.S. 798, 823–24 (1982) 
(holding no warrant is required if the officer has probable cause that the automobile contains 
evidence of a crime); Kentucky v. King, 131 S.Ct. 1849, 1856 (2011) (quoting Mincey v. 
Arizona, 437 U.S. 385, 393–94 (1978)) (holding no warrant is required for exigent 
circumstances).  

 50.  See Chimel v. California, 395 U.S. 752, 762–63 (1969). 

 51.  Id. at 753. 

 52.  Id.  

 53.  Id. at 753–54. 

 54.  Id. at 754. 

 55.  Id. 

 56.  Chimel v. California, 395 U.S. 752, 755 (1969). 

 57.  Id. at 762–63. 

 58.  Id. 

 59.  Id. 

 60.  See id.  

 61.  Id. at 765 (quoting United States v. Rabinowitz, 339 U.S. 56, 63 (1950)). 
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a. Robinson 

Four years after Chimel, the Supreme Court expanded the search 
incident to arrest exception in United States v. Robinson.

62
  The Court held 

that a search incident to arrest is justified even without the justifications of 
protecting an officer’s safety and ensuring the preservation of evidence as 
articulated in Chimel.

63
  This case established that, upon arrest, police 

officers could search “containers” on the arrestee’s person.
64

  Robinson was 
arrested for driving with a revoked license, and while conducting a pat 
down, the arresting officer felt an object that he could not identify in 
Robinson’s coat pocket.

65
  The officer removed the object, which turned 

out to be a cigarette package, felt the package and determined that it 
contained something other than cigarettes.

66
  Upon opening the package, 

the officer found fourteen capsules of heroin.
67

  Robinson was convicted of 
possession of a controlled substance, and he later appealed the conviction.

68
  

The Court of Appeals reversed the conviction on the ground that the search 
and seizure of the heroine was a violation of the Fourth Amendment.

69
 

The Supreme Court reversed the Court of Appeals decision and held 
that the warrantless search of the cigarette package was valid, explaining 
that police officers have the authority to conduct “a full search of the 
person” incident to a lawful arrest.

70
  The Court stated once a person has 

been lawfully arrested, an officer might conduct a search of the arrestee 
beyond mere frisking for weapons for purposes of preserving incriminating 
evidence.

71
  The Fourth Amendment does not require each step of the 

search to be broken down and analyzed because the police officers’ 
decisions regarding the search of an arrestee are impromptu.

72
  The fact of a 

lawful arrest is enough to justify a search, and therefore when there has 
been a lawful arrest, a full search of an arrestee is a reasonable exception to 
the Fourth Amendment’s warrant requirement.

73
 

 

 62.  See generally United States v. Robinson, 414 U.S. 218, 235 (1973) (dismissed 
case-by-case justification for searches incident to arrest, and instead rooted justification for 
the search in the lawful arrest itself). 

 63.  Id. at 236. 

 64.  Id. (citing Harris v. United States, 331 U.S. 145, 154–55 (1947)). 

 65.  Id. at 220–23. 

 66.  Id. at 223.  

 67.  Id.  

 68.  United States v. Robinson, 414 U.S. 218, 219 (1973). 

 69.  Id. at 219–20. 

 70.  Id. at 235. 

 71.  Id. 

 72.  Id. 

 73.  Id. 
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The Court in Robinson restated the rationale, discussed in Chimel, that 
“[t]he justification or reason for the authority to search incident to a lawful 
arrest rests quite as much on the need to disarm the suspect in order to take 
him into custody as it does on the need to preserve evidence on his person 
for later use at trial.”

74
  However, this authority to search the person does 

not depend on whether a court later finds there was a chance that weapons 
or evidence would be on the arrestee.

75
  A lawful arrest, “based on probable 

cause[,] is a reasonable intrusion under the Fourth Amendment.”
76

  Such an 
invasion is constitutional, and therefore no further justification is needed 
for a search incident to the arrest.

77
 

b. Edwards 

One year after Robinson, the Supreme Court decided United States v. 
Edwards where it once again expanded the search incident to arrest 
exception.

78
  Edwards was arrested for being involved in a burglary and 

was transported to jail.
79

  While Edwards was in jail, police realized that 
the paint chips on his clothing could be evidence tying him to the burglary, 
so they made the decision to seize his clothing.

80
  The Court upheld the 

search, concluding that once Edwards’ clothing became evidence of the 
crime, police could lawfully search the clothing, just as they are permitted 
to seize evidence of a crime when it is lawfully obtained under Chimel.

81
 

2. The Problem with Applying Robinson and Edwards to Modern Day 
Cell Phones 

The problem with applying the Robinson and Edwards rationales to 
the search of cell phone data is that when these cases were decided, in 1973 
and 1974, cell phones were not as advanced as they are today.  Applying 
the Robinson and Edwards rationales today to the search of a cell phone’s 
contents would create a problem because of the higher expectation of 
privacy that is given to modern day cell phones.  In Smallwood v. State, the 
Florida Supreme Court decided the question of whether the holding in 
United States v. Robinson allows a police officer to search through a cell 

 

 74.  United States v. Robinson, 414 U.S. 218, 234 (1973) (citing Agnello v. United 
States, 269 U.S. 20, 30 (1925)). 

 75.  Id. at 235. 

 76.  Id. 

 77.  Id. 

 78. United States v. Edwards, 415 U.S. 800, 808–09 (1974) (permitting the 
warrantless, non-contemporaneous search of the suspect’s clothes). 

 79.  Id. at 801. 

 80.  Id. at 801–02. 

 81.  Id. at 806 (citing Chimel v. California, 395 U.S. 752, 755–56 (1969) (internal 
citations omitted)). 
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phone’s contents—specifically, the photographs in the cell phone that had 
been seized from the arrestee’s person incident to arrest—without a 
reasonable belief that the cell phone contains evidence of a crime.

82
  The 

Florida Supreme Court found that the Fourth Amendment does not permit 
the warrantless search of photographs contained in a cell phone seized from 
an arrestee’s person incident to arrest without a reasonable belief that the 
cell phone contains evidence of a crime.

83
  In reaching this conclusion, the 

Smallwood court explained that when Robinson was decided it did not 
involve a search of a modern cell phone nor the immense amounts of data 
that can be stored in a cell phone.

84
 

Further, the Florida Supreme Court reasoned that since Robinson, the 
capabilities of cell phones have grown to the degree that most cell phones 
are now comparable to interactive computers.

85
 

The most private and secret personal information and data is contained 

in or accessed through small portable electronic devices and, indeed, 

many people now store documents on their equipment that also operates 

as a phone that, twenty years ago, were stored and located only in home 

offices, in safes, or on home computers.
86

 

The Court stated that modern day cell phones are distinguishable from 
the “static, limited-capacity cigarette package” discussed in Robinson.

87
  

Indeed, cell phones vary in their capability to hold, import and export 
personal data, as well as the very private nature of information that could 
be contained within them.

88
  Accordingly, the Smallwood court ruled that 

the decision in Robinson, which dealt with the search and seizure of a 
cigarette package, could not be considered analogous to the search of a 
modern day cell phone for purposes of the Fourth Amendment.

89
 

a. Chadwick 

In United States v. Chadwick, the Supreme Court once again 
considered the search incident to arrest exception, and recognized that not 
all warrantless searches conducted incident to arrest are reasonable.

90
  The 

defendants were arrested after loading a footlocker into the trunk of their 
car.

91
  Over an hour and a half after the arrest, and without a search 

 

 82.  113 So. 3d 724, 726 (Fla. 2013). 

 83.  Id. at 740. 

 84.  Id. at 731. 

 85.  Id. 

 86.  Id. at 732. 

 87.  Id. 

 88.  Smallwood v. State, 113 So. 3d 724, 732 (Fla. 2013). 

 89.  Id. 

 90.  433 U.S. 1, 4–5 (1977). 

 91.  Id. at 3. 
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warrant, the police officers opened the footlocker and found drugs located 
inside.

92
  The issue before the Supreme Court was whether a search warrant 

was required to open a locked footlocker that had been seized during an 
arrest when there was probable cause to believe that the footlocker 
contained contraband.

93
  In reaching its decision, the Court acknowledged 

that the goal of the Fourth Amendment is to protect people against 
unreasonable intrusions by the government.

94
  The Court ruled that once an 

arrestee is prevented from accessing the property to be searched, that 
property may not be searched without a warrant.

95
  Thus, the Court 

invalidated the warrantless search of the locked footlocker on the ground 
that at the time the search was actually conducted the need to preserve any 
incriminating evidence and/or to ensure the safety of the arresting officers 
had dissipated.

96
 

b. Acevedo 

In California v. Acevedo, the Supreme Court of the United States ruled 
that where probable cause exists an officer may search a container located 
in a vehicle.

97
  This rule applies even in situations where there is not 

probable cause to search the vehicle.
98

  In Acevedo, Police officers saw 
Acevedo leave an apartment that was known to contain drugs with a brown 
paper bag in his possession.

99
  Acevedo put the brown bag in his trunk and 

was later stopped by a police officer.  Once the traffic stop had been 
initiated, the officer opened the trunk, searched the bag and found drugs 
inside.

100
  While the police officer had probable cause to believe that drugs 

were in the bag located in Acevedo’s trunk, the officer lacked the probable 
cause necessary to justify a search the entire car.

101
 

The Court rejected Chadwick’s warrant requirement as it pertained to 
searches conducted on a closed container located inside a vehicle.

102
  The 

Court explained that police officers should not be required to first obtain a 
search warrant to search a container located within a vehicle if they have 
probable cause that it contains drugs but lacks probable cause to search the 

 

 92.  Id. at 4–5. 

 93.  Id. at 3. 
     94.      Id.  

 95.  Id. at 9–10, 15. 

 96.  Id. 

 97.  500 U.S. 579, 580 (1991). 

 98.  Id. at 574. 

 99.  Id. at 567. 

 100.  Id. 

 101.  Id. at 568. 
   102.      Id.  
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whole vehicle.
103

  When police officers stop a vehicle, it can be unclear 
whether they suspect that the automobile contains drugs in a bag or if the 
vehicle itself contains drugs.

104
 

3.  Other Exceptions to the Warrant Requirement: All of Which Do Not 
Allow the Warrantless Search of a Cell Phone 

Another exception to the warrant requirement is the plain view 
exception, which allows a police officer to seize evidence in his plain view 
without first requiring that the officer obtain a search warrant.

105
  There are 

three requirements that must be shown to validate a seizure under this 
exception: “(1) [t]he initial intrusion which afforded the view must have 
been lawful; (2) the discovery of the evidence must have been inadvertent; 
and (3) the incriminating nature of the evidence must have been 
immediately apparent.”

106
  Applying this exception to the search of a cell 

phone, all three elements must first be satisfied before an officer may 
lawfully seize the cell phone, though searching the contents of that cell 
phone would still not be permitted.  

The third exception is straightforward: If an officer obtains consent 
before conducting a search and/or seizure, the officer is not required to first 
obtain a warrant before executing that search or seizure.  Applying this to 
the search of a cell phone’s contents, if an individual gives an officer 
consent to conduct a search of his or her cell phone, no Fourth Amendment 
rights have been violated. 

The fourth exception is the “stop and frisk” exception, which holds 
that if an officer has reasonable suspicion that crime is afoot, that officer 
may stop a suspect and perform a quick pat-down search of the suspect’s 
person for weapons, if the officer reasonably believes that the suspect may 
be armed and dangerous.

107
  This exception also does not apply to the 

search or seizure of cell phones because a cell phone is not a dangerous 
weapon. 

The fifth exception is the automobile exception, which holds that if 
police officers have probable cause to believe a vehicle contains evidence 
of a crime, a warrant is not required to search that vehicle.

108
  Here, the 

rationale for this exception is the mobility of vehicles.  Indeed, the vehicle 
may be out of the reach of authorities by the time a warrant is issued.

109
  

While this exception does not justify the search of a cell phone’s contents, 

 

 103.  Id. at 575–76. 

 104.  Id. at 577. 

 105.  See State v. Smith, 681 A.2d 1215, 1218 (N.H. 1996). 

 106.  Id. (quoting State v. Murray, 598 A.2d 206, 207 (N.H. 1991)). 

 107.  Terry v. Ohio, 392 U.S. 1, 30–31 (1968). 

 108.  United States v. Ross, 456 U.S. 798, 823 (1982). 

 109.  Id. at 806–07. 



  

Spring 2015] WARRANTLESS SEARCHES OF CELL PHONES 143 

it may provide sufficient justification for the warrantless seizure of the cell 
phone.  

The sixth exception, which is triggered by exigent circumstances, 
emergencies, or hot pursuit, provides that evidence that can be easily 
destroyed or moved before a warrant can be issued may be seized without a 
warrant.

110
  This exception allows a police officer to conduct a warrantless 

search when there is a reasonable belief that the delay in obtaining a 
warrant will lead to the possible destruction of incriminating evidence.

111
  

The Court in State v. Carroll considered whether the exigent circumstance 
exception could be applied to the warrantless search of a cell phone’s 
images, as well as an officer answering incoming calls.

112
 

In Carroll, police officers were conducting surveillance on a residence 
as part of an armed robbery investigation.

113
  Police officers followed 

Carroll after he had sped away from the house under surveillance.
114

  After 
Carroll had been pulled over, he dropped a cell phone on the ground, which 
the police officers seized.

115
  Once Carroll’s cell phone had been seized, the 

officers searched it and found a picture of Carroll smoking marijuana saved 
on the phone’s display screen, so officers placed in the patrol car without 
arresting him.

116
  While officers conducted a search of Carroll’s cell phone 

contents, one officer answered incoming calls and impersonated Carroll.
117

  
The Carroll court found that the search incident to arrest exception did not 
apply to this situation because Carroll was not under arrest at the time the 
cell phone was searched.

118
  Therefore, the Court had to consider the 

application of the exigent circumstances exception to the search of the 
photographs on the cell phone and the officer answering incoming calls on 
the phone.

119
 

The Supreme Court of Wisconsin held that because the marijuana 
image was in plain view, the police officer was justified in seizing Carroll’s 
cell phone and viewing the image.

120
  Furthermore, applying the exigent 

circumstances exception, the police officer was justified in answering the 
incoming calls to Carroll’s phone.

121
  Based on the image of Carroll 
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smoking marijuana on the display screen of the cell phone in plain view, 
there was probable cause to believe that Carroll was involved with drugs, 
and the incoming call could provide further incriminating evidence of a 
drug-related crime.

122
  Further, if the officer did not answer the phone that 

evidence would have been lost.
123

 

The search of a cell phone’s data is not reasonable under any of the 
warrant exceptions discussed in this section.  Although police officers may 
seize a cell phone without a warrant in specific and limited instances, 
officers should obtain a warrant before searching the contents of that cell 
phone to insulate themselves from the possibility of that evidence being 
excluded in a later proceeding and to protect the Fourth Amendment 
privacy rights of the individual.  

C. Cell Phones v. Containers: Modern Day Cell Phones are Not 
Containers 

In Chadwick, the Supreme Court of the United States held that police 
officers could seize moveable luggage, or other controlled containers, but 
not open them without a warrant due to the heightened expectation of 
privacy an individual has in such containers.

124
  Federal appellate courts 

and state supreme courts differ, however, on whether to treat cell phones as 
ordinary containers and allow police officers to review the content without 
a warrant. 

The Supreme Court of the United States has defined a “container” as 
“any object capable of holding another object.”

125
  It “defies logic and 

common sense in this digital and technological age” to compare the 
contents of a cell phone with the physical objects that meet the definition of 
a container, such as the crumpled cigarette package containing capsules 
from Robinson.

126
  Today, cell phones are “capable of storing a wealth of 

digitalized information wholly unlike any physical object found within a 
closed container.”

127
  They vary in the capability to hold, import and export 

of personal data, as well as the very private nature of information that could 
be contained within them.

128
  Accordingly, the Florida Supreme Court in 

Smallwood ruled that the decision in Robinson, cannot be considered 
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analogous to the search of a modern day cell phone for purposes of the 
Fourth Amendment.

129
 

In Schlossberg v. Solesbee, the District Court of Oregon elaborated on 
the definition of “container” from Belton.

130
  The Schlossberg court stated 

that considering electronic devices as “containers” is difficult because 
“electronic devices do not store physical objects which are in plain view 
once the containers are opened.”

131
  Further, the storage capacity of a 

container is limited by physical size, where a cell phone’s data is not.
132

  
The digital media that cell phones contain include photos, emails, texts, and 
videos—all of which are not physical objects.  Therefore, the court 
reasoned that “[i]n order to carry the same amount of personal information 
contained in many of today’s electronic devices in a container, a citizen 
would have to travel with one or more large suitcases, if not file 
cabinets.”

133
 

In United States v. Finley, the Fifth Circuit improperly found that a 
cell phone is analogous to a closed container, thereby concluding that it is 
reasonable to conduct a warrantless search of a cell phone’s call logs and 
text messages incident to an arrest.

134
  The Finley court considered a cell 

phone to be a container, and ruled that the scope of a search incident to 
arrest covers containers found on the arrestee’s person, thereby justifying 
the search of the cell phone’s contents.

135
  Following the analysis given in 

Finley, and allowing warrantless searches of cell phones incident to arrest, 
creates a rule that subjects any individual arrested, no matter how small the 
offense may be, to having his or her personal information viewed by an 
arresting police officer.

136
  This ruling is unconstitutional because such a 

search is just the type of unreasonable search the Fourth Amendment was 
created to protect against.

137
 

Subsequently, in State v. Smith, the Supreme Court of Ohio rejected 
Finley’s analysis and held that a cell phone is not a closed container for 
purposes of the Fourth Amendment.

138
  The court in Smith focused on the 

definition of a “container” in Belton, which implies that a container must 
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have a physical object within it to meet the Belton court’s definition.
139

  
Cell phones have undergone a significant evolution, with modern day cell 
phones now being capable of storing large amounts of digital content. This 
is significantly different from a physical object within a closed container.

140
  

Other courts that have considered electronic devices, such as a pager or a 
computer memo book, to be a closed container have failed to compare such 
electronics to the definition of a container provided by the the Supreme 
Court in Belton.

141
  In addition, the Ohio Supreme Court acknowledged that 

pagers and memo books differ greatly from the cell phones of today.
142

  
Accordingly, the Ohio Supreme Court correctly rejected the Finley 
argument and held that, for purposes of the Fourth Amendment, a cell 
phone is not analogous to a closed container.

143
 

II. FEDERAL AND STATE COURTS ARE SPLIT ON WHETHER THE FOURTH 

AMENDMENT PERMITS POLICE OFFICERS TO SEARCH THE 

CONTENTS OF A CELL PHONE WITHOUT A WARRANT  

Federal and state courts across the country disagree on whether a 
warrantless search of a cell phone is reasonable.  Without a Supreme Court 
decision on the issue, an individual’s privacy rights with respect to the 
contents of his or her cell phone vary depending on the jurisdiction.  
Forbes magazine summarized the different rulings of the states on this 
issue.

144
  The Fourth, Fifth, Seventh and Tenth Circuits have upheld 

warrantless cell phone searches subject to a lawful arrest.
145

  Conversely, 
the First and Eleventh Circuits have prohibited warrantless cell phone 
searches, and thus, require that the police first obtain a valid warrant to 
search the contents of a cell phone.

146
 

A. Courts’ Reasoning for Upholding Warrantless Cell Phone Searches 

The majority of courts that have upheld warrantless cell phone 
searches have taken different approaches.  Some courts have taken a strict 
approach ruling that under Robinson and Edwards, incident to a lawful 
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arrest, a cell phone can be searched without any further justification.
147

  
Other courts have justified warrantless cell phone searches solely on the 
basis of preserving evidence stored within the cell phone.

148
  The Fourth 

Circuit in United States v. Murphy found that the need for preservation of 
evidence justified a police officer’s warrantless search of data from the cell 
phone of a suspected narcotics offender.

149
  In United States v. Flores-

Lopez, the Seventh Circuit held that cell phone searches are justified by the 
need to protect officers and to preserve evidence because these concerns 
outweigh invasion of privacy concerns, considering that such a search is 
only minimally invasive.

150
 

The Supreme Court of California in People v. Diaz held that incident 
to a lawful arrest, the delayed search of Diaz’s cell phone confiscated by 
police after he had been arrested was justified under the Fourth 
Amendment.

151
  In this case, Diaz was arrested during a sting operation for 

selling drugs and his phone was seized.
152

  Approximately 90 minutes after 
being arrested, the officer searched the text messages in Diaz’s phone and 
discovered Diaz was involved in the sale of drugs.

153
  Looking to Edwards, 

Robinson, and Chadwick, the Diaz court ruled that the cell phone was 
“immediately associated with [the defendant’s] person,” and therefore the 
warrantless search of Diaz’s cell phone was constitutional under the Fourth 
Amendment. 

154
 

The Court in Diaz also recognized that the Supreme Court of the 
United States has rejected the view that the validity and reasonableness of a 
warrantless search depends on the type of item that is being searched.

155
  In 

United States v. Ross, the Supreme Court acknowledged that with probable 
cause, a police officer is permitted to conduct a warrantless search of the 
containers and compartments found in a lawfully stopped vehicle.

156
  

Accordingly, the Ross court stated that the type of container or 
compartment does not determine whether a particular container or 
compartment may be searched without a warrant.

157
  However, the scope of 
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the search that is authorized by the vehicle exceptions to the warrant 
requirement is what should be taken into consideration.

158
 

In United States v. Murphy, after falsely identifying himself, the 
defendant had been arrested for obstructing justice and taken into custody.  
Prior to his arrest, Murphy voluntarily handed the police officers his phone 
to prove a statement he made about his employment.

159
  The initial cell 

phone search took place in the presence of the defendant when he told the 
officers the cell phone contained numbers of people who could corroborate 
his identity, and the second search of the phone took place during an 
inventory search.

160
  The Murphy court held that the second inventory 

search of the phone was valid under the Fourth Amendment.
161

 

The Seventh Circuit in United States v. Flores-Lopez found that 
incident to a lawful arrest, scrolling the contact list of a cell phone found on 
the defendant’s person in order to identify its number was a valid search.

162
  

The court considered the circumstances in which the Fourth Amendment 
permits a search of a cell phone without a warrant.

163
  “Lurking behind this 

issue is the question of whether and when a laptop or desktop computer, 
tablet, or other type of computer (whether called a ‘computer’ or not) can 
be searched without a warrant—for a modern cell phone is a computer.”

164
  

However, the court focused on the scope of the search, and ruled that 
searching the cell phone’s contents in order to discover the phone number 
linked to the cell phone, is not very intrusive.

165
  The court further stated: 

It’s not even clear that we need a rule of law specific to cell phones or 

other computers.  If police are entitled to open a pocket diary to copy 

the owner’s address, they should be entitled to turn on a cell phone to 

learn its number.  If allowed to leaf through a pocket address book, as 

they are, they should be entitled to read the address book in a cell 

phone.
166

 

The court further reasoned that this type of warrantless search was 
reasonable given the fact that a co-conspirator was involved, and there was 
a possibility that the co-conspirator could remotely attempt to wipe out the 
phone’s information before the police could obtain a search warrant.

167
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The Fifth Circuit in United States v. Finley explained that it is lawful 
for a police officer to search the arrestee’s person in order to preserve any 
incriminating evidence.

168
  The Finley court went furthered stated that 

police officers are able to open containers and even search text messages 
on a cell phone found on the arrestee’s person.

169
  In this case, Finley was 

arrested after a drug deal, at which time the arresting officer searched 
Finley and found his cell phone.

170
  The officer then searched the contents 

of the cell phone and found text messages that related to drug dealing, 
which later led to Finley being convicted of possession with intent to 
distribute a controlled substance.

171
  On appeal, Finley argued that the 

seizure of the cell phone was justified but the search of its contents was not 
justified.

172
  The Fifth Circuit rejected Finley’s argument and found no 

conceptual difference between searching physical containers on an 
arrestee’s person for drugs, and searching the digital contents of a cell 
phone found on an arrestee’s person.

173
 

B. Courts’ Reasoning for Not Upholding Warrantless Cell Phone 
Searches 

Fewer courts have rejected warrantless cell phone searches, however 
these courts have used different reasoning to support that conclusion.  In 
United States v. Park, the court declined to extend the approach taken in 
both Robinson and Edwards to the search of cell phones, and held that cell 
phones should be an object within the immediate control of the arrestee 
under the Chadwick holding to justify a warrantless search of its contents; 
and thus may not be searched once the phone comes into the exclusive 
control of the police officer without exigent circumstances.

174
  Further, the 

Ohio Supreme Court distinguished cell phones from “closed containers” 
that have been found searchable after arrest and held that a warrant is 
required for any searches of a cell phone because of the expectation of 
privacy.

175
  Most recently, the Florida Supreme Court ruled that a warrant 

is required in order for a police officer to search contents within an 
arrestee’s cell phone.

176
  The Florida Supreme Court looked to the United 

 

 168.  United States v. Finley, 477 F.3d 250, 259–60 (5th Cir. 2007). 

 169.  Id. at 260. 

 170.  Id. at 253–54. 

 171.  Id. at 254. 

 172.  Id. at 260. 

 173.  Adam M. Gershowitz, The IPhone Meets the Fourth Amendment, 56 UCLA L. 
REV. 27, 38–39 (2008). 

 174.  United States v. Park, CR 05-375 SI, 2007 WL 1521573, at *3–5 (N.D. Cal. May 
23, 2007). 

 175.  State v. Smith, 920 N.E.2d 949, 955 (Ohio 2009). 

 176.  Smallwood v. State, 113 So. 3d 724, 740 (Fla. 2013). 



  

150 UNIVERSITY OF DETROIT MERCY LAW REVIEW [Vol. 92:131 

States Supreme Court’s recent decision in Arizona v. Gant, where the Court 
limited the scope of warrantless searches.

177
 

Gant had been arrested for driving with a suspended license when the 
police officer handcuffed him and placed him in the back of the patrol 
car.

178
  After being separated from his vehicle, and secured in the back of a 

patrol car, officers searched Gant’s car and discovered drugs in the pocket 
of a jacket located in the back seat of his car.

179
  The Supreme Court 

ultimately found that the search of Gant’s vehicle was unconstitutional and 
violated the Fourth Amendment.

180
  The court looked to the rationales for 

the search incident to arrest exception, which include protecting officer 
safety and preserving evidence.

181
  At the time of the search, Gant was not 

within reaching distance of his car because he was secured in the patrol 
car.

182
  When these justifications are not present, a warrantless search of an 

arrestee’s vehicle, incident to arrest is unreasonable.
183

  The Florida 
Supreme Court interpreted “[G]ant as prohibiting a search once an 
arrestee’s cell phone has been removed from his person, which forecloses 
the ability to use the phone as a weapon or to destroy evidence contained 
therein.”

184
 

Similar to Gant, the Ohio Supreme Court held that warrantless cell 
phone searches pursuant to search incident to arrest are a violation of the 
Fourth Amendment when the search is not to protect the safety of a police 
officer or for exigent circumstances.

185
  After a set up drug deal, Smith was 

arrested and his cell phone found on him was confiscated by a police 
officer.

186
  The court first focused on the circumstances of the arrest and 

found that without a warrant or Smith’s consent, the police officer searched 
Smith’s phone at the police station and connected him to the drug deals by 
his call log.

187
  The court acknowledged that there are exceptions to the 

Fourth Amendment’s warrant requirement, which include the search 
incident to arrest exception from Chimel, however, this exception stems 
from the need to ensure the arresting officer’s safety and the need to 
preserve incriminating evidence.

188
  The court stated that it is not necessary 
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for the search to be done contemporaneously with the arrest, so long as it 
could have been legally conducted at the time of the arrest.

189
 

The court in Smith also looked to the Court’s approach in United 
States v. Park where the United States District Court for the Northern 
District of California granted a motion to suppress a warrantless search of a 
cell phone.

190
  In Park, officers arrested Park for being involved in drug 

operations, and during that arrest seized and searched Park’s cell phone at 
which time they recorded the names and numbers stored in the phone.

191
  

The court’s rationale for invalidating the search of Park’s phone incident to 
his arrest was that modern cell phones are more akin to laptop computers, 
which can hold large amounts of private information; rather than to address 
books found on a person which they would have a lesser privacy interest 
in.

192
  The Park court concluded that because the search of the data 

contained on Park’s cell phone was not conducted to neither ensure 
officers’ safety nor to ensure the preservation of potentially incriminating 
evidence, the search did not fall under the search incident to arrest 
exception, and as such, officers were required to first obtain a warrant 
before conducting the search.

193
 

In United States v. Quintana, the court found that the warrantless 
search of defendant’s cell phone was not justified.

194
  The court considered 

one of the arguments made in Gant, and concluded that the search of the 
data contained on the defendant’s cell phone was in no way conducted to 
preserve any potentially incriminating evidence related to the arresting 
offense.

195
  The court ruled that “[w]here a defendant is arrested for drug-

related activity, police may be justified in searching the contents of a cell 
phone for evidence related to the crime of arrest, even if the presence of 
such evidence is improbable.”

196
  Here, the offense providing justification 

of the defendant’s arrest was driving with a suspended license.
197

  Because 
the arresting offense of driving with a suspended license is not one that 
would ordinarily justify an officer’s warrantless search of the arrestee’s cell 
phone, the court held that the search in this case went beyond the search 
incident to arrest doctrine discussed in Chimel and goes beyond the search 
incident to arrest doctrine.

198
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C. People v. Riley and United States v. Wurie 

Most recently, the Supreme Court of the United States considered two 
important cases, People v. Riley and United States v. Wurie, which both 
challenge the legality of warrantless searches of cell phones under the 
Fourth Amendment.  Both cases illustrate that the content a cell phone 
contains can be used against you.  The Riley court found that the search of 
a cell phone was a lawful exercise of police powers after an arrest under the 
Fourth Amendment.

199
  David Riley, a member of the Lincoln Park Gang in 

Southern California was stopped by a police officer while driving a car 
with expired registration tags.

200
  Inside the car, police officers found guns, 

which provded the probable cause necessary to arrest Riley.
 201

  Riley’s cell 
phone was then searched incident to his arrest, and in that cell phone police 
officers found information connecting Riley to the Lincoln Park Gang.

202
  

The trial court found that the warrantless search of Riley’s cell phone was 
lawful under People v. Diaz on the grounds that the cell phone was on 
Riley at the time of arrest and searching it would be considered a booking 
search.

203
   

In the companion case to Riley, United States v. Wurie, the question 
before the First Circuit was whether the police officer, after seizing 
Wurie’s cell phone after a lawful arrest, was able to search the cell phone’s 
contents without a search warrant.

204
  Wurie was arrested after a drug deal 

and prior to being booked in the police station, police officers noticed 
repeated incoming calls on Wurie’s cell phone from a number identified as 
“my house.”

205
  One officer looked up the number on an online white pages 

database, located the address to the house, and later obtained a search 
warrant to search the house where, after execution of the warrant, police 
officers found and seized drugs and money.

206
  Wurie was later convicted 

and sentenced to over 20 years in prison.
207

  The appellate court reversed, 
holding that the warrantless cell phone search violated Wurie’s Fourth 
Amendment protections against unreasonable search and seizure.

208
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The court found that this warrantless search was a violation of the 
Fourth Amendment and the police officer could not lawfully search the cell 
phone.

209
  The First Circuit stated it is necessary to create a bright-line rule 

that applies to all warrantless cell phone searches rather than resolving the 
issue on a case-by-case basis.

210
  The First Circuit reasoned that the 

information on a cell phone is extremely personal in nature, containing 
pictures, videos, text messages, voicemail, email, contacts, appointments, 
web searches, and types of information that if stored in your home would 
be seen as off limits to police officers that are performing a lawful search 
incident to arrest.

211
  Further, the court rejected the Finley analogy that a 

cell phone is equivalent to a closed container on the grounds that there are 
distinguishing differences between a warrantless search of information 
within a cell phone and a warrantless search of an arrestee’s cigarette 
package with respect to the nature of the item being searched, as well as the 
scope of the search itself.

212
  Warrantless searches of wallets, address 

books, briefcases, and purses, are all potential evidence that can be 
destroyed and of the kind and nature that does not violate the Fourth 
Amendment protections.

213
  Similarly, in Robinson and Edwards, the 

search of a cigarette container and the arrestee’s clothing did preserve 
destructible evidence, however the searches at issue in Robinson and 
Edwards were of the type that would also not offend the Fourth 
Amendment protections offered by the Constitution.

214
  The Fourth 

Amendment requires a warrant for general, evidence gathering searches, 
which are not subject to any limiting standard.

215
 

The First Circuit also acknowledged that warrantless cell phone 
searches seem to be an easy and convenient way for police officers and 
government officials to obtain information related to crimes that could not 
otherwise be obtained without a warrant.

216
  The court concluded that 

because many Americans’ cell phones contain their most personal 
information in electronic form, allowing a warrantless search of the data 
during lawful arrest would generate “a serious and recurring threat to the 
privacy of countless individuals.” 

217
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D. The Need to Prevent the Destruction of Evidence is Not a Justification 
for Warrantless Cell Phone Searches 

The need to prevent the destruction of evidence is a weak argument 
for the justification of warrantless cell phone searches.

218
  Today, with the 

advancements in technology, the fear of “remote wiping,” which 
completely wipes out all of a phone’s contents, has been the primary 
justification for a warrantless cell phone search.

219
  Specifically, iPhones 

have a program, which allows someone to use another iOS device to 
remotely erase all the contents and settings on a phone relatively quickly.

220
  

This capability is available for mostly all major cell phone companies, and 
if not, it can be bought from a phone security company.

221
  Data that has 

been wiped, can be recovered in labs, but this is a rather time consuming 
process.

222
  The possibility of remote wiping can often be entirely avoided 

by simply powering off the phone.
223

 

The need to prevent the destruction of evidence is a weak rationale for 
conducting a warrantless search of a cell phones due to the fact that there 
are so many other possible alternatives.

224
  In Wurie, for example, the First 

Circuit court argued that it is not difficult to prevent problems such as 
phone call logs being overridden or data wiped.

225
  One alternative is to 

simply turn off the phone or take the phone’s battery out.
226

  If a phone is 
powered off, police cannot obtain information from it.

227
  A second 

alternative would be to put the phone in an inexpensive device called a 
Faraday enclosure, “formed by conducting material that shields the interior 
from external electromagnetic radiation.”

228
  These bags are used to keep 

the phone off of the mobile network so that remote wiping of the cell phone 
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would be impossible. 
229

  A third alternative would be to copy all of the cell 
phone’s contents, to safeguard them if anything happens to the phone.

230
 

Police officers should routinely use these methods of preserving 
evidence rather than taking the risk of having evidence excluded from trial 
proceedings.  Indeed, “[w]eighed against the significant privacy 
implications inherent in cell phone data searches, we view such a slight and 
truly theoretical risk of evidence destruction as insufficient.”

231
  The 

measures that can be taken by police officers are slightly less convenient 
than searching cell phone data incident to arrest, however “[t]he mere fact 
that law enforcement may be made more efficient can never by itself justify 
disregard of the Fourth Amendment.”

232
 

CONCLUSION  

Innovations in technology constantly change what courts are called 
upon to analyze under the Fourth Amendment.  Modern day cell phones, 
which are capable of holding some of an individual’s most personal 
information digitally, now require a modern interpretation of the Fourth 
Amendment.  It is important to recognize the negative effects that can 
result in applying rules from cases that were decided years ago, when 
technology was not as advanced, to modern innovations of today, such as 
cell phones.  When the Supreme Court decided many of these cases that are 
used today to determine whether cell phones can be searched without a 
warrant, it could not have anticipated the depth of information and privacy 
concerns that would be a major focus of today.  As the First Circuit stated 
in Wurie, the Supreme Court over “thirty-five years ago, could not have 
envisioned a world in which the vast majority of arrestees would be 
carrying on their person an item containing not physical evidence but a vast 
store of intangible data—data that is not immediately destructible and 
poses no threat to the arresting officers.”

233
  Therefore, it is unreasonable to 

apply some of the older precedence to the decision of whether or not 
contents of cell phones can be searched under the Fourth Amendment. 

As the Supreme Court has stated in Veronica School District 47J v. 
Action, “the ultimate measure of the constitutionality of a governmental 
search is ‘reasonableness.’”

234
  This test for reasonableness is determined 

“by balancing its intrusion on the individual’s Fourth Amendment interests 
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 233.  Id. at 12. 

 234.  Veronica School Dist. 47J v. Action, 515 U.S. 646, 652 (1995). 



  

156 UNIVERSITY OF DETROIT MERCY LAW REVIEW [Vol. 92:131 

against its promotion of legitimate governmental interests.”
235

  Applying 
this reasonableness test to the warrantless search of a cell phone, it is clear 
that there is a significant intrusion on an individual’s privacy interests, 
given the immense amounts of personal information stored within a cell 
phone.  Further, the governmental interests provided in Chimel, cannot be 
justified since a cell phone typically does not pose a danger to a police 
officer, and prevention of the destruction of evidence may be accomplished 
by taking other measures discussed above.

236
  Accordingly, it is 

unreasonable to search the contents of a cell phone without a warrant. 

AMENDMENT 

In June 2014, the Supreme Court unanimously held that police 
officers, as well as other government officials, may not search a cell phone 
or smart phone’s digital content without first obtaining a warrant.

237
  In 

rendering its decision, the Court acknowledged the implicit role cell phones 
play in the Twenty-First Century, thereby requiring that the Court apply a 
modern interpretation of the Fourth Amendment.  The Court found that a 
cell phone is  “now such a pervasive and insistent part of [an individual’s] 
daily life that the proverbial visitor from Mars might conclude . . . [that it 
is] an important feature of human anatomy.”

238
   

Accordingly, the United States Supreme Court concluded: “Our 
answer to the question of what police must do before searching a cell phone 
seized incident to an arrest is accordingly simple—get a warrant.”

239
  This 

holding validates that we are living in a new digital age for which the law 
must adapt to.  
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